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A network provides users with a simple and secure way of establishing communication sessions with other users or services, running 
either over IP networks or other networks, e.g., PSTN. In a sense, the network can broker communication services between two or more 
users (e.g., people) and/or services. A plurality of different clusters of servers is provided, and each of the clusters may be linked together. 
In certain embodiments, each cluster includes multiple servers. Users are registered within some specific cluster and given a unique 
system/network ID, In certain embodiments, messages are not sent directly between users, but instead through at least one intermediate 
routing service (RS) provided on a server of one of the users. Thus, in certain embodiments, a user may hide or mask his/her personal 
information from other users even when communicating with them. In certain embodiments, a user may establish a communication session 
with another user without knowledge of the client device (e.g., PC, mobile phone, etc.) being used by the other user; as the network 
arranges for communication (e.g., text chat session, voice chat session (PC to PC, PC to PSTN, or PC to mobile phone), web conference, or 
pages (PC to PC, PC to SMS)) between the users regardless of the client device being used by the called user. Thus, the network enables 
any of the above communication services between users, and the initiating user need not know whether the other user is currently online 
via his/her PC or may instead be reached via pager or mobile phone. 
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This is a continuation of U.S. Provisional Patent Application Serial No. 
60/133,401, filed May 10^ 1999, the disclosure of which is hereby incorporated herein 
by reference and on which priority is hereby claimed. 

A DISTRIBUTED SYSTEM TO INTELLIGENTLY ESTABLISH SESSIONS 
BETWEEN ANONYMOUS USERS OVER VARIOUS NETWORKS 

FIELD OF THE INVENTION 

This invendon is related to a system and corresponding method of establishing 
communicadon session(s) between users as a funcdon of their availability and/or 
communication device(s). 

BACKGROUND OF THE INVENTION 

Typically, users of communication tools (e.g., mobile phone, PCs, email, etc.) are 
faced with two essential tasks: locating the device address of other users to 
communicate with, and establisliing a communication session with that device. These 
tasks typically differ depending upon what device the user(s) is/are using. For example, 
on a mobile phone with messaging capabilities, users usually locate other users by 
finding them in their local address book, and then eslablish either a voice session with 
that user by dialing a phone the user's phone number, or they may type in a short text 
message (STM) and send that to the other user, either to their mobile phone or their 
email. Depending on the phone operator of the callee, he/she may or may not be able to 
receive these calls. 

As anotiier example, a user of a PC based text-chat software may have a list of 
other users that they can initiate a chat session with. However, they will only be able to 
do so when the other person is logged on. When logged off, they have no way of 
determining how to reach thai person, nor can that person be made aware that someone 
is trying to reach them. 

Thus, problems to be solved may include any or all of the following. How to 
make contact information available and configurable centrally, independent of devices. 
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and give users a single address to use for all communications. How to advertise the 
availability of a user to participate in some kind of communication session. How to 
initiate a communication session with another user (i.e., a contact) indcpendentiy of 
devices and thus without knowing any device addresses of the contact in question. How 
to enable users to centrally control how calls intended for them should be handled with 
or without dieir direct intervention. How to insure interoperability of these functions, 
when the caUers and callces devices are on distinct networks, possible operated by 
different service providers. How to keep otiier users from changing a user's contact 
information or routing settings or in any odier way impersonate another person. How to 
allow a user to block annoying people from contacting him/her in a central location. 
How to enable more than one organization/company/operator to provide services 
described herein in an efficient and/or interoperable way. 

The SS7 system allows intelligence in routing decisions made when setting up a 
phone call (e.g., see Intelligent Network (IN) architecture originated by Bell 
Communications Research), in wliich the service logic for a call is located separately 
from the switching facilities, allowing services to be added or changed witiiout having 
to redesign switching equipment A later version of IN called Advanced Intelligent 
Network (AIN) introduced the idea of a service independent architecture in which a 

given part of a telephone number can be interpreted differentiy by different services 
depending on factors such as time of day, caller identity, and type of call. AIN makes it 
easy to add new services without having to install new phone equipment. 

Unified messaging systems allow users to provide essentially one address for a 
variety of communication options, typically including phone calls, voice mailbox, fax, 
and e-mails. Typically, all messages are stored in one centralized inbox, that tiie user 
can access from different devices, sometimes using media translations (e.g., converting 
text messages to voice). This effectively reduces the number of device addresses that a 
user needs to give out. There are numerous companies working with unified messaging 
products. 
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Various companies have created networks ninning on top of the Internet that, 
allow users to send each other short text messages and monitor the status of other users, 
where the status is usually defined as whether a user is currendy connected to the 
network or not. This kind of functionality is currently being considered as an IETF 
5 standard called IMPP (Instant Messaging and Presence Protocol). 

The Session Initiadon Protocol (SIP) is in the process of becoming an IETF 
standard, and has been positioned as the successor of SS7 in IP based networks. The 
protocol basically allows users to invite other users to arbitrary communication sessions 
over the Internet, and at the same time allows for arbitrary routing of these invitations, 

10 The aforesaid IN and AIN approaches used in SS7 are limited to the phone 

network and are not easily extendable to other networks like the Internet Thus» there is 
no easy way to advertise availability of other users to communicate. There also is no 
easy way for users to configure their routing, except through lunited interfaces. Instant 
messaging systems are typically only IP based, and do not in general allow 

15 communication across different networks. Most such systems rely on users to be 

connected to the system in order for their routing to be active and they disclose network 
addresses to other users, which potentially can be considered a security breech. 
Furthermore, most systems rely on a centralized architecture which may make it 
difficult to distribute a user database and traffic among many providers, 

20 In general, various systems address a portion of the problems discussed above. 

However, there exists a need in the art for a system/network and coiresponding method 
for handling one or more of the aforesaid problems in a more comprehensive manner. 

SUMMARY OF THE INVENTION 

A system includes a loosely confederated network of server clusters along with 
25 any number of client teraiinals (i.e., clients) that connect to the clusters. 

Terminals/clients can be software entities mnning under some operating system or any 
other device running on some communication network that can have access to the 
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cluster. Users are registered within some specific cluster and given a unique user ID. 
This user ID along with the ID of the cluster (CID) constitutes a globally unique user ID 
(UID) within the whole system. Users can be human or any other entity that connects to 
the cluster via some client terminal or by some other method/system, Teraiinals can 
gain access to any number of services running within the cluster, or to services running 
in other clusters (a "service" is a software entity that can have arbitrary functions). The 
connection between the temiinal and the cluster is secure, and may use cryptography in 
certain embodiments. 

Basic services which may be provided within each cluster, include, for example: 
1) dynamic user properties, called online status or user's "presence", that allows users 
and clients to centrally define and modiiy data points linked to them; these changes can 
either be manual (explicitly made by the user) or automatic (by some client, or serv« 
side logic); 2) contact list and contact notification, that allow users to subscribe and be 
notified of the online status of other users, and/or be notified of change of other user's 
presence information; and 3) routing service, that allows users to send requests (i.e., 
invitations) for communication sessions to other users, as well as configure how these 
invitations are handled depending on the user's current presence infomiation* 

The routing service allows users to send invitations to other users to establish an 
arbitrary communication session (e.g., text chat session, voice chat session, web 
conference, etc.) over arbitrary networks. The requests are not sent directiy between 
users. Instead, the routing service for the sending/inviting user sends the invitation to 
the routing service for the receiving user. The routing service for the receiving user 
determines, according to a logic specified by the same receiving user, how the request is 
handled and what services are available to handle the request. For example, the routing 
service for the receiving user may forward the invitation to the receiving user's client, 
may ignore the invitation, may forward the invitation to the receiving user's mobile 
phone, or may forward the invitation to the receiving user's Inbox so that the user may 
later read the invitation. 
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The cluster and services within it make the necessary minimum setup for the 
session to be established, and thus no network addresses need to be exchanged between 
the users, thus retaining the anonynaity of the users. As users can be software entities as 
well as persons, the system allows communication sessions between users and arbitrary 
data services. In certain embodiments, the sj^tem does not need a central database of 
all users to function, but clusters can forward requests to other clusters, and thus insure 
the connectivity of all clusters within the system. 

The application provides users with a buddy list (i.e„ contact list), A user can 
add other users to this list and organize them into groups. Using the application, the 
user can be aware of the online status of users in his/her buddy list (i.e., contact list), 
and get notification when these users' status(es) changes. Moreover, a user can set 
his/her own online status, make himself/herself invisible to annoying users, and send 
users in his/her buddy list any kind of message with a simple double click. 

In certain embodiments, messages are not sent directly between users, but instead 
through at least one intermediate routing service (RS) provided on a server of one of the 
users. Thus, in certain embodiments, a user may hide or mask his/her personal 
information from other users even when communicating with them. In certain 
embodiments, a user may establish a commimication session with another user without 
knowledge of the cHent device (e.g., PC, mobile phone, etc.) being used by the other 
user; as the network arranges for communication (e.g., text chat session, voice chat 
session (PC to PC, PC to PSTN, or PC to mobile phone), web conference, or pages (PC 
to PC, PC to SMS)) between the users regardless of the client device being used by the 
called user. Thus, the network enables any of the above communication services 
between users, and the initiating user need not know whether the other user is currently 
online via his/her PC or may instead be reached via pager or mobile phone. 
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BRIEF DESCRIPTION OF THK FTCT JRES 

Figure 1 is a schematic diagram of a plurality of server clusters connected 
together according to an embodiment of this invention. 

Figure 2 is a schematic diagram of an exemplary one of die clusters of Figure 1 
according to an embodiment of this invention. 

Figure 3 is a functional diagram illustrating how a first user (having a client A, 
such as a PC) sends an invitation message to another user (having a client B, such as a 
PC) according to an embodiment of this mvention, wherein client B's routing service 
forwards the invitation message to client B. 

Figure 4 is a functional diagram illustrating how a first user (client A) sends an 
invitation message to another user (client B) according to an embodiment of this 
iuvcniion, wherein client B's routmg service forward the invitation message to client 
B's mobile phone because client B's client is not online. 

Figure 5 is a functional diagram illustrating how a first user (client A) sends an 
invitation message to another user which is a service such as a software entity according 
to an embodiment of this invention, wherein the software entity's agent or routing 
service forwards the message to the software entity so that communications can be set 
up between the first user and the software entity. 

Figure 6 is a functional diagram according to an embodiment of this invention 
illustrating that connections between users can be forwarded across clusters. 

Figure 7 is a diagram of an exemplary aspect of a client as it appears on a user's 
display screen (e.g., display of a PC) according to an embodiment of this invention, 
wherein when launched the client application prompts the user for a user name, 
password and/or server address; after which the client can connect to the appropriate 
user server and establish a secure communication with it. 
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Figure 8 illustrates an exemplary conlaci list of a user as it appears on the uscr^s 
terminal/client's display screen according to an embodiment of this invention. 

Figure 9 illustrates a menu list of a plurality of different types of invitation 
messages which a user may choose from to send to another user, this figure illustrating 
5 how the menu list appears on the user's terminal/client's display screen according to an 
embodiment of this invention. 

Figure 10 is a functional diagram illustrating how each operator may run one or 
more clusters according to an embodiment of this invention, where each of the clusters 
can communicate with one another so that invitations/messages/data can be sent from a 
10 user on one cluster to a user(s) on another cluster. 

Figure U is a functional diagram illustrating the server structure (e,g,, 
communication links between respective servers and between servers and respective 
clients and database(s). 

Figure 12(a) is a diagram illustrating how an exemplary mapping function of 
15 Figure 1 1 works according to an embodiment of this invention- 
Figured 12(b) illustrates a user identification (UID) which is given to a user, that 

is applicable throughout the entire application or system/network, according to an 

embodiment of this invention. 

Figure 13 is a functional block diagram illustrating exemplary components of the 
20 cluster of Figure 1 1 according to an embodiment of this invention, and further 

illustrating how the cluster may conomunicate with other entities such as clients, other 
cluster(s), and/or the Internet. 

Figure 14 is a flowchart illustrating steps taken when a user sends an inviiaiion 
message to another user according to an embodiment of this invention. 
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Figure 15 is a flowchart iUustrating steps taken when a user (e.g., Carl) sets up a 
chat session with at least one other client (e.g., Anne), according to an embodiment of 
this invention. 

Figure 16 illustrates exemplary data stmcture(s) on a user server, via the user 
5 service, according to an embodiment of this invention. 

Figure 17 illustrates exemplary data structure(s) for the contact status service on 
an exemplary connection server according to an embodiment of this invention. 

Figure 18a illustrates a data simcture(s) stored for the contact list service, which 
may be stored in the database and retrieved on demand, according to an embodiment of 
10 this invention. 

Figure 18b illustrates a data structure for user profiles according to an 
embodiment of this invention. 

Figure 19 is a schematic diagram illustrating a logon procedure or sequence for a 
user (or ihe user's client) according to an embodiment of this invention. 

15 Figure 20 is a schematic diagram IUustrating a logoff procedure or sequence for a 

user (or the user's client) according to an embodiment of this invention. 

Figure 21 is a schematic diagram illustrating a contact Bl's logonAogoff 
procedure or sequence according to an embodiment of this invention, wherein a user or 
a user*s client can be monitoring the contact B I and knows when the contact comes 
20 online and when the contact goes logs off. 

Figure 22 is a schematic diagram illustrating steps taken during a user's or 
client's procedure of addmg/removing a contact to/from the user's contact Hst. 

Figure 23 is a schematic diagram illustrating steps taken during a user's or 
client's procedure of adding/removing anotiier user to/from the user's bUnder list. 
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Figure 24 is a schematic diagram Uiustrating steps taken (i.e., a message 
sequence) when a user inverts his/her blinded user Ust according to an embodiment of 
this invention (the sequence is similar to the one when a user is added to a blinded list), 

Rgure 25 is a chart illustrating a summation of database operations (e.g.. queries 
to the database) for contact list functionality according to an embodiment of this 
invention. 

Figure 26 illustrates the position and/or functionality of an administration 
tool/service according to an embodiment of this invention. 

nFTAn.ED DESCRTPTTON OF CERTAIN 
KXEMPLARY FMBODIME^^^S OF TfflS INVENTION 



In the following description, for purposes of explanation and not limitadon, 
specific details are sot forth such as particular embodiment, network architectures, 
signaling flows, protocols, techniques, etc. in order to provide an understanding of die 
present invention. However, it would be apparent to those skilled in the art that the 
present invention may be practiced in other embodiments that depart from these specific 
details. In certain instances, detailed descriptions of well-known methods, interfaces, 
devices, protocols, and signaUng techniques are omitted so as to not obscure die 
descripti on of the present invention with unnecessary detail. 

Initially, it is noted that the notations in software design diagrams comply with 
die UML standard (Unified Modehng Language) in most cases. The same notation is 
used for data diagrams as is used for class diagrams. The reader should tiierefore note 
whether data structures or conventional classes are being described. In high-level 
sequence diagrams, half-arrowheads are used for messages with no reply. Whole- 
arrowheads are used for a request-reply message pair in those cases where tiie exact 
details of the back-and-forth communications are not important 
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Familiaii^ with the drawings and certain terms is helpful in the context of the 
instant application. Thus, set forth below are a plurality of definitions that apply to this 
application and the patent to result therefrom* 

DEFINITIONS/GLOSSARY OF CERTAIN TERMS USED HERKIN 

5 "Community." a set of users with which a user can mteract through his/her 

application. There may be many different communities or there may be a single global 
community. This is defined by how servers are grouped together and to which servers 
users connecL 

"Application." This refers to the entire system/network of this invention; 
10 including the client-side software, the server-side software, the data stored, and the 
functionality of this system as a whole. 

"Client." The software used to access the application from the client or user side. 

"Back-end/* The set of servers, nctwoiks, and software to which a given client is 
connected, directly or indirectly (i.e. its local cluster, plus any clusters the local cluster 
15 is connected to). 

"Cluster.*' A collection of servers plus a database, connected with a high-speed, 
reliable, secure network. The back-end is a set of interconnected clusters. 

"Local cluster." The cluster which a given client is directly connected to. 

"User." An entity, human or software, that accesses the application through a 

20 client, 

"Framework." The application framework that is common to back-end servers, 
"Service." A service is a software entity which resides on, e,g„ a server and 

provides a set of functions to clients of the server. The set of functions it provides is 



wo 00/69140 



PCT/SEOO/00926 



11 



specified by a protocol description, which defines in a non-ambiguous way how to use 
the service. 

"Service creator." A programmer that writes a service. 

"Client implementor." A term used for programmers thai create clients to the 
back-end system. 

"Message." A piece of informadon sent from one user to another. 

"Control message." A piece of information sent from a client to a server or from 
a server to a cUent or between servers. Control messages are used to access the 
functionality of other components of the system. 

"Request." A control message initiated by a client and sent to a server. 
"Reply." A connrol message sent from a server to a cEent in reply to a request. 
"Notification." A control message inidated by a server and sent to a cUent. 

"Response." A control message sent from a cUcnt to a server in response to a 
notification. 

"Mode of communication." The method used for real-time communication, c.g., 
voice, herein. 

"Conversation." A dialogue between two or more users carried out in real time. 



A "message type" is the type of inf onnaiion sent in a message, e.g., a short text 



message. 



"CS." Connection Server. This can refer to the server software and/or the 
machine running it. Which is being referred to should be obvious from context. 

"DB." Relational database, preferably including the machine running it. 
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"UMF." User mapping function. This is conceptually a single entity but is 
actually implemented on each CS, US and ICS. and thus may be multiple entities. UMF 
is preferably stored in the DB. although it may be otherwise stored in other 
embodiments. 

"GRID." Group identifier for contacts in contact list. 
"CID." Cluster identifier 

"ICS." Intra-Cluster Server. Can refer to the server software and/or the machine 
running it. Which is being referred to should be obvious from context 

"ICSID-" Intra-Cluster Server identifier 

"UID." User identifier 

"US," User Server. Can refer to the server software and/or the machine running 
it Which is being referred to should be obvious from context 

"USID." User server identifier. 

"Message repository." An entity which can receive messages of one or 
types on behalf of a user and store them at least until the user retrieves tiiem, e.g., a fax 

machine. 

"Device." An entity which can function as one or more conversation endpoints 
or as a message repository for one or more message types or as both. Also, a device 
may be able to send messages of one or more types. An example of this is a GSM 
phone, which is a short text message repository, and a conversation endpoint for voice 
conversations. 

"Profile." A set of routes where each route is enabled for a user or a group of 
users as defined m the buddy/contact Ust. A profile is complete in die sense that for 
every user there is a route for every mode of communication. 
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DESCRIPTION OF EXEMPLARY EMBODIMENTS OF THE INVENTION 

A system/network according to certain embodiments of this invention includes a 
plurality of client applications (e,g., Win32 operable by respective users) and a back- 
end server system having a plurality of clusters (e.g., running on Windows NT). A 
main function is to provide users with a simple and secure way of establishing arbitrary 
commimication sessions wi± other users or services, running cither over IP networks or 
other networks, e.g., PSTN. It also provides operators (an operator is one who operates 
or manages at least one cluster) a comprehensive environment in which to deploy value 
added services (e.g., search engine services, database services, shopping services, 
services for sending users stock informadon such as stock prices, video conferencing 
services which enable uscr(s) to set up a video conference via a video conferencing 
server that is external to the application, etc.) to their users and to be able to charge for 
their use, as well as providing them a way to link their installed base of services over to 
IP networks. In basic terras, aspects of the system/network act as a broker(s), and can 
broker communication services between two or more people (or their respective 
clients/PCs/phones), as well as broker access to value added services, some 
communications based - others not. Access to the services is provided either by 
lightweight clients, running on various operating platforms or through gateways for 
browser based systems, such as WAP (Wireless Application Protocol). The 
system/network is designed to enable easy building and operation of Value Added 
Services (VAS), using the user management functions, security, authentication and 
charging features of the system/network as their base. Since the system/network is 
designed to offer accessibility and mobihty, a user will be able to access his or her data 
and services from virtually any communication device - computer, mobile phone, 
handheld devices etc. ensuring a broad reach for Value-Added Services of the 
system/network. 
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Figure 1 illustrates a plurality of clusters 1 of the system/network which may 
communicate with one another, while Figure 2 illustrates an exemplary cluster 1 of the 
Fig. 1 embodiment Referring to Figure 2, a basic installation of the system/network 
includes a number of interconnected servers 3, each of them running a number of 
services 5, Such a collection of servers is called a cluster 1 as shown in Fig. 2. A 
cluster 1 defines an address space for services 5, and provides the low-level 
coimectiyity for services to connect to each other, as well as for connections with 
external servers. Each service can provide access to its functionality through some well 
known protocol(s), which are again built on top of a generic stream model. Thus a 
service can request another service by name, and establish a connection with it using a 
service specific protocol. 

External users 7 and their respective clients 1 1 (e.g-, a user's PC, mobile phone, 
and/or PDA) can connect to services within the cluster via a special connection service, 
that typically runs on server(s) (connection servers) at the boundary of the cluster's 
firewall 9, and listens for connections on a specific port. Streams established through 
that service are secure and encrypted in certain embodiments, e.g,, using the SSH 2,0 
protocol in the case of a Win32 client. As such, the cluster 1 along with all connected 
users 7 and clients 11 can form a virtual private network within which connections 
between services can be freely established. Connections can also be made between 
services and/or usck 7 in different clusters 1, as illustrated in Fig. 1 . Such connections 
go through a special inter-cluster service, which can limit what services are actually 
available. Coimections between clusters may also be secure and encrypted in preferred 
embodiments of this invention. 

Additional servers and software that fall outside of this architecture may also 
form an integral part of an installation(s). As such they are considered part of the 
cluster, examples being a robust databasc(s) 13 (e,g,, Oracle 8) and various operation 
and maintenance tools with which servers 3, users 7 and/or clients 1 1 may 
commimicate. 
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Typically, certain servers 3 arc set up with a given configuration of services* and 
these might sometimes referred by some given name, e.g., servers that run the 
connection service for external cHents are called connection servers as discussed 
hereinbelow, tiiough they do not differ architectarally from other servers. 

In certain embodiments of dus invention, by default a cluster 1 will run a basic 
set of services. In exemplary embodiments, this basic set of services may offer die 
foUowing features: 1) allow each user (or user's client) 7 to have a unique identity 
witiiin all clusters; 2) provide each user 7 the abUity to connect and be securely 
autiienticated by die cluster 1 using that identity; 3) provide each user 7 die abihty to 
define arbitrary sets of data related to tiiat identity (tiiis data is persisted or stored in the 
datfOsase 13, and tiiis data is referred to herein as "presence" data of die user); 4) 
provide each user 7 die ability to publish a dynamic status information and/or presence 
information related to then: identity (in a sunple case, this status or presence might be 
whetiier the user is currentiy online on his/her PC or not); 5) provide each user 7 the 
abihty to monitor the status/presence of a given set of odier users 7 (m die same or 
different clu5ter(s)), and be notified of any change diereof; and 6) provide each user 7 
die ability to look for odier user's identity(ies) using queries by name or other useful 
criteria. 

Referring to Figures 3-6. a function of the system/network is to provide die 
possibility for users 7 to estabUsh arbitrary communication sessions witii odier users 7. 
Different types (e.g., voice or text) of communication may be estabUshed in different 
embodiments. The system/network handles die initial discovery of die mutual 
communication channel using "invitations." "Invitations" may also be referred to as 
invitation messages or INVITE(s) herein, for purposes of simplicity. 

An invitation is basically a request from one user 7 to anodier to join himAier in 
some given type of communication. The format of these may follow the IETF standard 
caUed SIP (Session Initiation Protocol), in certain embodiments. Typically, a client 11 
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wiU support some given set of commmiicaiion types and wiU kno>v how to create a SIP 
invitation for each type. When a user 7 wishes to cstabUsh a communication with 
another user, he/she wiU invoke some function within his/her cHent 11, requesting the 
client to send an invitation of a given type to some selected user. The user's client 1 1 
will then form the correct SIP message and send it to a special service within the 
cluster, called the Routing Service (RS). In certain preferred embodiments, each user 
has a particular routing service provided on the user's user server (US). 

In certain embodiments, the Routing Service (RS) is invoked in the context of 
the recipient of the message, but may or may not be invoked in the context of the 
sending user. A fmiction of the RS is to decide what to do with the invitation message. 
As such, messages are never sent directly between users, but always from a user to 
another user's Routing Service (RS). The decision logic of the Routing Service is local 
to die user and thus may be programmed by die user 7 in accordance with the user's 
desires, and it can as complex as needed, though it will usually be Umited by the 
necessity of users to be able u, control it in some simple manner. Whatever the logic is. 
tiie Routing Service can end up doing two things: ignore the invitation or forward it to 
some otiier service that accepts invitations of tiie given commmrication type. Services 
tiiat accept invitations are called device handlers. Clients 1 1 are exemplary types of 
device handlers in certain embodiments of diis invention. 

A device handler is a communication endpoints to which the routing service can 
dispatch invitations. Device handlers are specifically used to interface witii other 
networks. For example, to dispatch text pages to the mobile cellular 
telecommunications network, a device handler is mstalled that accepts text pages, looks 
up the receiver's mobile number and then sends all the relevant infomiation to some 
standard paging gateway, such as an SMS gateway. Alternatively, a device handler may 
enables phone calls. Cmrentiy two such device handlers are available: one that 
interfaces with the Ericsson IP Telephony system, thus making it possible for Voice 
Chat invitations to end up in the PSTN network. Another device allows tiie routing of 
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text pages to the GSM network. All services and device handlers can access 
administrative information in the database, e.g., for checking user's accounts and 
permissions to use the specific service. This allows centralization of service billing in 
the database. Services can easily be created and deployed within the system using a 
service SDK. In this manner, support for routing to new networks or existing services 
can easily be added to the system. 

Referring to Fig. 3, a first user A (having a client A) desires to send an invitation 
message to user B (having client B). As an illustration of a device handler, a connected 
client 1 1 can present itself to user B's RS as being an eligible end point for invitations 
of certain types. For example, if user A sends an invitation for text chat to user B as in 
Fig. 3, and user B has his/her RS configured such that when he/she is connected to the 
cluster, all invitations should be forwarded to his/her client 1 1, user B*s RS sends the 
invitation message accordingly and the invitation ends up at user's B client 1 1 for 
access by user B. In this case it is assumed that on user B's client 1 1, there exists some 
code that will accept and process this specific invitation. 

As shown in Figiue 4, in other cases device handlers arc not clients 1 1 of users 
but instead arc actual services 1 0 running (e.g., on servers or other devices) within the 
cluster. These services 10 typically interface with some external devices or networks 12 
(e.g., telephone or other network), translating the invitation to whatever signaling 
protocol is adequate for that device or network 12. In Figure 4, user B has instructed 
his/her RS to forward invitation messages to his/her mobile phone 14 when user B is 
not online. Thus, user B's RS forwards the invitation message to service 10 which 
interfaces with the external cellular telecommunications network (e.g., GSM), which in 
turn enables the message to be forwarded to the network and ultimately to user B's 
mobile phone 14. In fliis manner, a device handler 10 might translate an invitation to an 
actual phone call to a user. 
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As staled before, the invitation mechanism does not put any limitations on what 
type of communication is brokered by a Routing Service (RS). The acnial types of 
commimicalion possible are only limited by the device handlers 10 (and/or client 
devices 1 1) available to handle them, the another user so desires. The session 
negotiation does not implicitly involve the exchange of user's network addresses, such 
as IP number or phone number, in certain embodimenis. The benefits of this approach 
include privacy and the fact that users do not have to worry about how to reach other 
users. Given an invitation from a user 7, the Routing Service (RS) of the called user 7 
(i.e., the callee) will decide how this invitation should be handled, without the calling 
user 7(i.e., caller) having to know how the communications channel between the users 
was set-up or on what network. Thus, for example, a voice session might end up in the 
telephone system without the caller knowing it. It is however up to the actual 
communication logic invoked whether network addresses actually end up being 
exchanged, and may be out of the control of the routing protocol and/or the application 
framework. The decision on whether user anonymity should be maintained for all 
communication types is thus up to the operator that operates a cluster in certain 
embodiments of this inventioi). 

As seen above, the functionality of a cluster 1 can be extended by the use of 
device handlere that are a specific type of services. They are a simple exan^le of 
additional services that can be added to a cluster. From an architectural pomt of view, 
there are no limits on what kind of services can be added to a cluster given an adequate 
SDK. This opens the way for the creation of complex value added services ibaX 
possibly interface with some corresponding client modules, offering functionality that 
goes way beyond the elementary one described above. 

Referring to Figure 5, another entry point for additional services 16 comes 
through the use of special clients 10. These are sendees 16 that actually use the 
client/server protocol to manifest themselves as any other user within the system. Such 
•artificial' users 16 are called agents. From a user point of view, an agent looks just like 
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any other user, i.e., he/she can momtor its status and send invitations to it The 
difference is diat when communication is established between a user 7 and an agent 16. 
it reaUy is a form of interaction between the user and some software entity. The type of 
communication might be voice or text, but more likely it would be some custom data 
communication between the agent and some special cUent software installed on the 
machine. This type of extensibility allows for novel and interesting services. 



user s 



25 



As seen above, many services might offer access to chargeable resources, such as 
the phone system, a cellular telecommunications network, an online shopping network, 
or the like. This calls for a way to control the access of users 7 to these resources and a 
way of monitoring their usage. In certain embodiments, the system/network according 
to this invention may support the notion of account types for users, where each account 
type gives access to some set of services. In this manner, control of seivice usage can 
be administered easily. For more detailed charging, each service can define its own 
billing policy and act accordingly. Some services might choose to simply log all 
activity, for later accounting, while others might dynamically momtor the user and their 
current account situation, possibly terminating a session if a credit goes down to zero. 

Referring to Figure 6, as users 7 have a globally unique identity, connections 
between users can be forwarded across clusters 1 (i.e., from one cluster 1 to anotiier 
cluster 1). This may be done via a special service. i.e., tiie inter-cluster service, that acts 
as a proxy between services in different clusters. Erom tiie point of view of tiie services 
involved, die proxy is preferably transparent or substantially transparent. The only 
limitation is tiiat flie cluster operator can configure tiie inter-cluster service to only allow 
remote access to a limited set of services. Thus operator specific value added services 
can be made exclusive for a given cluster. 

From a user 7's perspective, a client 1 1 appears to tiie user as a small 
inconspicuous application, which in closed form on a user's PC appears as a small ball 
on tiie desktop. As shown in Figure 7, when tiie user 7 launches tiie application, he/she 
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is prompted for his user identity, which includes the address to his operator, and a 
password to be securely authenticated. At this point, the client 11 connects to the 
coiresponding server 3 and estabUshes a secure connection with it The connection is 
both strongly authenticated and may well as encrypted, using known state-of-the-art 
cryptographic technology, and can thus not be cracked by mischievous parties. 

If logging on is successful, the ball may open and expose a variety of functions 
and displays which may be utilized by the uset/cUenL One such function is known as a 
contact Ust (e.g.. Fig. 8 Ulustrates a portion of such a list). This list is maintained by the 
user and may include, e.g.. other individuals that the users knows and has contact with 
and opiionaUy addresses or IDs of the other users. In certain embodiments, the list may 
show the online stams of these other users. This status reflects whether a given user is 
currently logged in the system or not. thus giving infonnadon whether that user 7 is 
immediately reachable. Actually, users have a range of possible statuses they can 
specify, e.g., to inform other useis that they are indeed online, but wish to not be 
disturbed or are temporarily unavailable. The Ust can easily be organized by defining 
folders, as weU as choose from different display modes. The user can enter new 
contacts, either by typing in their system/network identity (user ID or UID) (if they 
know it) or by initiating a search in a directory service, where they can search according 
to various criteria, such as names, e-mail, et cetera. An exemplary UID assigned to a 
user is shown in Fig. 12(b). 

The cUent 1 1 architecture may be open via die use of an Add-On SDK. This 
allows developers to add new type(s) of communication modules to the cUent, e.g., to 
establish data communication sessions with some remote service. In this manner, the 
client can be used as a basis for more compUcated applications, while still benefiting 
from the whole underlying user and security model offered by the basic client. The 
cUent/sei^er protocol can also be used to create completely new type of clients, that 
allow developers to integrate services that manifest themselves as users to others. The 
security protocol preferably used by the client is SSH (Secure Shell Protocol), which is 
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generaUy considered one of the most advanced today. It uses the dedicated port number 
22, which is generaUy open on most firewalls. For communication sessions established 
by add-ons. the security is up to the add-on developer and the communication protocol 
that is used. All the infonnalion specific to a logged in user, such as his contact list and 
inbox is cached and encrypted on the client machine, thus minimizing network traffic 
for frequent users. The cUent is fully locaUzable, and can also be co-branded for 
specific operaKws. 

As for servers 3, a exemplary server setup according to an embodiment of this 
invention includes a network of servers 3 and one database 13. Such a minimal setup is 
called a cluster, and represents a small administrative structure of the system/network. 
Each server 3 can be configured to run a certain configuration of services. Each such 
service is either some integral part of the system/network of this invention or some 
additional service installed by the operator. One of the basic services available is the 
connection and authentication service that handles client 1 1 access(es) to the cluster 1. 
This is the single point of access into the cluster from the IP network, and the cluster 
should otherwise be considered as running in a trusted or secure LAN. By adding more 
servers 3 running thU service, the whole cluster can be scaled to handle a potentially 
large number of simultaneous connections. Another set of services are related to users 
7, and handle information requests, propagation of online status and routing of 
invitations. Again, these functions can be scaled by adding more servers 3 running 
these services. Finally, a specific service handles connections to other clusters, thus 
allowing users from different clusters and providers to communicate. Linking of 
servers 3 will be discussed below in more detail. 

All tiiese services of a cluster 1 may interact with tiie database 13, which is the 
repository of all persistent data. Hois includes botii user specific data, service specific 
data and administrative data. The database can be scaled, made redundant and as robust 
as die operator wishes, aU depending on needs. An Oracle database may be used, but 
the system/network can be adapted to other types of databases. Thus, in certain 
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embodiments of this invention, all ihis information is stored centrally on the server side 
in database 13 of the user's cluster 1» and is downloaded to the user's client 11 when the 
user 7 logs in. This makes it possible to use any installed client that is compatible with 
the system/network without preliminary customization. 

5 By selecting users from this contact list, a variety of functions become available 

to the selecting user 7. To start with, the selecting user 7 can display information about 
a given contact (e.g., a selected user from the list). This information may be a 
combination of items that the contact has acmally defined for himself, e.g., preferred 
nickname and other public information. In addition, a function which becomes 

10 available to the selecting user 7 is the ability to send invitations to the selected contact 
from the list The notion of invitation here is a very generic one, and may use an 
upcoming standard protocol called SIP (Session Initiation Protocol). As described 
earlier, an invitation may be a request sent from one user 7 to another user 7, asking the 
another user 7 to join the invidng user 7 in a communicadon session of a given type. As 

15 a comparison, dialing the number of a person on a telephone is essentially sending an 
invitation (in the form of a telephone ring) to that person. 

There is no limitation on what kind of invitations can be sent. A sending user 7 
is provided with at least a few elementary types of invitations as well as the necessary 
logic to handle the corresponding communication sessions if they do get established, 

20 Referring to Figure 9, these elementary types include the following; 1) Pages: these 
consist of short text messages (they are the most simple type of invitations, although 
they do not imply an acknowledgement from the receiving end; 2) Text Chat: these 
invitations can establish a real-time text chat session between the users; 3) Voice Chat: 
these invitations can establish a real-time voice session between the users; and 4) Web 

25 Conference: these invitation allow users to share navigation on the Web, such that the 
Web navigation of one user is reflected on the other .user's browser. 
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According to preferred embodiments of this invention, a noteworthy aspect is 
how invitations are handled on the receiving end. In preferred embodiments, 
invitations arc never sent from the sending user 7 directly to the receiving user 7 or the 
receiving user's client 11. To the contrary, at least one RS is utilized as discussed 
above. Indeed, invitations can be sent regardless of online status, and thus the receiver 
xnight not be online at all. The invitation is submitted to the receiving user's RS that 
runs continuously on the receiving user^s user server (US). The receiving RS decides 
v,hat to do with the invitation according to user specified logic and available back-end 
services. As a simple example, simple text pages might be handled in three different 
manners, depending on preferences: A user might choose to be notified immediately of 
such pages if he is online (e.g.. Fig. 3). He might also specify that if online but marked 
as 'Do not dismrb'. the message would go his inbox for later reading. Finally, he might 
decide that if he is not online, the text page should be forwarded as an SMS message to 
their mobile phone (or some other paging network) (e.g.. Fig. 4). The same applies for 
all other types of invitations. Thus a voice chat invitation might actually end up as a 
phone call, if dmt service is offered in the back-end by the operator or it might result as 
a pure IP call, if both users are online. 

This functionality becomes increasingly useful as more services and networks are 
hooked to the system/network of this invention. It also is the basis for the extension of 
the client 1 1 to other type(s) of terminals such as smart phones and PDAs. Confronted 
with that complexity, routing services offer benefits both for the caller (invit^r) and the 
callee (invitee). For the caller it hides the messy details on how to locate and reach a 
given person/user 7 at any given time. For the callee it allows himAier to control who 
can reach himAier and how, without having to disclose any personal information such 
as phone numbers or network addresses to the caller. Thus, certain embodiments of this 
invention essentially define unique identities for users 7, which can be used to 
communicate with other users and/or services, using all communications protocols/types 
available, while stiU retaining a high level of security and anonymity. 



wo 00/69140 



PCT/SEOO/00926 



24 



A imnimum setup can consist of a single server machine running aU necessary 
services, as well as one machine running the database. However, m preferred 
embodiments, multiple servers 3 are provided at each cluster 1 as shown in the drawings 



of this application. 



Administration of a cluster 1 is preferably handled by a specific administration 
client, that manipulates database records and also displays alerts and logs issued from 
the cluster. 

Thus, as can be seen from the above, the system/network of this invention is a 
lightweight server framework, providing a simple and secure user model and routing of 
invitations to external services. As such it does not impose any significant limitaUon(s) 
on which service is hooked up to it, while still allowing for a unified interface to users 
and billing. Users in different clusters can communicate with each other, though the 
actual personal user information is securely held within the administrative boundary of 
the cluster in which the user is registered. 

Set forth below is a more deiaUed description of certain aspects of this invention. 

With regard to scalabiUty. in certain preferred embodiments of this invention, the 
back-end is able to support a user base of tens of millions of users, with a couple of 
million simultaneously online users. Practically, this means that the back-end may have 
virtually unlimited scalability as applies to splitting load across multiple clusters, and 
within each cluster between machines, processors, processes, threads etc., and load 
balancing. A single cluster 1 in itself may have an upper limit to its scalability, but the 
whole back-end, being an intercomiection of many separate clusters 1 . may be scalable 
without practical limit. Herein, a cluster is limited in scalability by the scalability of the 
database 13 used; no other practical limitations on scalability exist. Since databases 13 
today can be scaled very well (although not without limits) by throwing money at them, 
this is perceived as a good design choice. 
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With regard to being robust, given an error free run of the hardware, each 
server's uptime is preferably above 99.9%, and the uptime of the network preferably 
above 99.99% in certain embodiments. When exceptional errors occur, such as 
hardware errors, a maximum 3-5 min. lag is accepted. EssentiaUy these state that when 
a server 3 is taken down, or breaks down, another server must automatically take over 
its role. Further, any single point of failure, such as databases or even hardware parts 
(such as networks) are preferably redundant and automatically taken over by other parts 
if they fail. 

It is often desirable that communication between clients and the backend be as 
secure as possible, within reason from a practical standpoint. The best approach to this 
is to use authentication when connecting to a client and to encode all messages between 
clients and the backend using strong cryptography. 

In certain embodiments of this invention, each operator is able to run a cluster 
(or clusters) of servers to serve its users group. These distributed server clusters are 
preferably able to intcroperate in order to maintain the whole community. Additionally, 
it is preferably that spanumng be prevented if possible, dirough the use of both 
preventative measures and countemieasurcs. 

As for the overall architecture, wherever standards fit die needs of die 
application design, they should be used. Moreover, any add-on service that needs 
integration with the basic services of the backend preferably connects to it in a "pidg- 
in" fashion. 

Turning to the overall server structure, reference is made to Figure 10. Each 
operator runs one or more clusters 1 of servers 3. Each cluster 1 runs on a high speed, 
reliable and secure LAN. ReUability may be enhanced by having two (or more) 
duplicate LANs, thus giving n-l/n redundancy where n is the number of duplicate 
LANs. Security may be enhanced by keeping die LAN in a locked room. The clusters 
1 are interconnected via a network comiection 17 that is preferably high speed but may 
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be regarded as unreliable and unsecuic. Note that this does not mean thai 
conmiumcaiions according to certain aspects of this invention across this network 17 
wiU be unsecure; it means that since the network 17 (e.g., packet switched digital 
network) does not provide security, certain aspects of this invention preferably provide 
it Note also that the reason for regarding the inter-cluster netwoxk as unreliable is that 
it is intended that there is no requirement for a reUable network between clusters; it does 
not mean that the operator cannot set up a rehable network 19 if he/she so wishes. 
Considering the requirements to the back-end. Hgure 10 illustrates the subdivision of 
servers 3 in each cluster 1. Further explanation follows. 

Figure 1 1 illustrates an exemplary cluster 1 including a plurality of servers 3 and 
a database 13 therein. Nmnerous cUents 11 are connected to the cluster I. Servers 3 in 
the cluster include user servers (US) 19. connection servers (CS) 21, and intra-cluster 
servers QCS) 23. Set forth below in Table lis a list of certain roles that certain servers 
3 in the Figure 11 cluster 1 have in certain embodiments of this invention. 

Table 1 - Servers in the backend and thdr roles 
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ICS Intra- Connects to remote ICSs 

Cluster ServM as needed. Ustens for 

connections from remote ICSs. 
Subsciibes user status at other 
clusters in order to maintain 
conrect contact status for local 
users. Forwards local user stahis 
to subscribed remote ICSs in 
order to maintain correct contact 
status for remote users. Forwards 
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FULLNAME 



EXPLANATION 



DB 



yDatabase 
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US 



User Server 



messages from remote ICSs to 
local USs. Forwards messages 
from local CSs to remote ICSs. 

- All data that needs to be 
persisted may be kept in a single 
logical database 13 per cluster. 

Maintains the user state 
for a given set of user(s). Keeps 
track of contact lists and blinded 
lists for these user(s). Keeps 
track of routing for these u$er(s). 
Forwards user status changes to 
interested CSs and ICSs. Routes 
pages for these uscr(s) via RS. 
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. ; r. Maps a given local user to 
mappi^ iunitkji I specific US. Maps a user at 

another cluster to a specific ICS 
v. . thiotigh the CID associated with 
- the user. Monitors the status of 
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' ■ ' the lervers in the cluster. 
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Readjusts uiaps when a server 
tails' is remov^ or added, and = 
notifies other servers as 

> • *.'• • 

W^- Load balances USs and ICSs. 
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^BREVIA: \ EXPLANATION 



tlON 



■ ■ cs Connection Server Listens for connections 

from clients. Forwards status 
updates on connected clients to 
the US(s) that is handling them. 
Subscribes on status changes 
from USs for the contact lists of 
connected cUents. Forwards the - 

status changes lo the clients. 
Forwards paging from connected 
cUents to US(s) and vice versa. 

In certain embodiments of this invention, connections between server 3 need not 
be static, in the sense that a connection will not be maintained between two servers 
iHUess software entities within the two servers 3 are communicating. However, 
comiections between servers 3 may be shared, so that if a connection is already open 
between two sewers, then rather than opening a new com^ecUon when two addinonal 
software entities on the servers wish to interact, the already open one will be shared. 

With regard to user identification and mapping, each user 7 is given a user ID (a 
UID) which is applicable throughout the whole of the application. Each cluster I is 
assigned a cluster ID (a CID). A CID is encoded m a well known way into each UID, 
as shown in Fig. 12(b). Each user server (US) 19 is given a user server ID (a USID). It 
is Ihe role of the user mapping function (UMF) 25 to map local UIDs (local by the fact 
that their CID is the local cluster identifier) to USIDs. Figure 12(a) illustrates an 
example of how the mapping mechanism may work in certain embodiments of thxs 
invention. This mapping is dynamic since it can change if a user server crashes, is 
removed, or if a user server is added. 
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Intra-cluster servers 23 are given cluster server ids, ICSIDs. Each ICS handles aU 
remote users 7 that have UIDs that map to a set of CIDs. It is the UMF 25's role to map 
UIDs of remote users to ICSIDs. This mapping is dynamic in the same way and for the 
same reasons as the local UID to USID mapping. Each mtra-cluster server 23 with the 
identification JCSID handles a set of remote CIDs (or part of a CID). It is the UMF s 
role to map UIDs which belong to remote clusters (i.e. have remote CIDs) to ICSIDs. 



This mapping is dynamic in the same way 



and for the same reasons as the RID to USID 



m^pmg. 



Table 2 --Maps from tJIDs to other identifiers 
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^ mapping 



1 •. 



V-m m-»mm 



IntraClusterServerlD 
(remote UID) 



ICSID 



known by UMF, dynamic 
mspping 



15 



UIDs are URIs, e.g., in the foTmjoe@net.com, The part after the @ sign is die 
CID. This choice of UID is made for future interoperability and compatibility with 
other systems, i.e. SIP (which is used for session initiation). 

The nature of the backend and the preferred robustness may call for a reliable 
network protocol in certain embodiments. Also, the requirements for the system may 
call for a secure, authenticated, and/or encrypted communications medimn. Thus, the 
SSH protocol running over TCP/IP may be chosen for all server intercommunications m 
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certain embodiments, as well as the commumcation between cUcnts and connection 
servers. Those skiUed in the art wiU recognized that other protocols may also be used in 
alternative embodiments. SSH exposes abstractions called "connections" and 
"sireamsr A connection is an end-to-end connection between two computers which 
can be authenticated and encrypted and which can provide data mtegrity. A stream is a 
named, bi-directional, flow-controlled stream between two software entities on the 
separate computers. Many streams may be opened on any given connection, onto which 
they are multiplexed and separately flow-controUcd. As an analogy, one may think of a 
connection as an electrical cable, and streams as the many separate, insulated copper 
wires within the cable. 

Figure 13 illustrates the way the system/network of this invention may be broken 
into components, and some of the dependencies between components. Each component 
has various responsibility(ies) in the overall system/network. 

As can be seen, the user servers (US) 19 inchides online status service 31, user 
Lg service(s) (RS) 33. device handlers 35. session service 37. user property service 
39, lold balancing service 41, and contact Ust service 43. Connection servers (CS) 21 
include online status service proxy 51, contact stams service 53, and lots of generic 
proxies 54. Intra-cluster servers (LCS) 23 include lots of generic proxies 55. The 
framework underlying each of these servers includes a UMF 25, notification 
broadcasting 57. autiientication 59. I/O model 61, protocol compiler 63, and resource 
and failure detection 65. Operation and maintenance (O & M) server(s) 64 handles 
system configuration (e.g.. provision/assignment of users) and/or monitoring of 
servers/clients in certain embodiments. 

Still referring to Figure 13, the online states service 31 stores users* online 
statuses, and broadcasts changes to these to subscribed contact statios services, the 
online staUis service proxy 51 sits between the client U and tiie US 19, forwarding 
requests to change the cUent's user's online status; it handles failure tolerance in case 



Toutina 
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the client's US fails. In the case where the US fails, the proxy 51 will try to contact the 



UMF 



^er-s online smtus on ftat server. Tl« conuct smMs service 53 subscnbes to d« 
suras of every user from its cUenfs con.«t to. The contact list service 43 stores e^ 
user's co.«act list, allocs the user 7 to access and manage it, and aUows other servces 
to read it (a blinded list .nay be a group in .he contact list). The renting service (RS) 33 
receives n«ssages ftom users, and sends them to .he cotrect device according to routmg 
logic which resides at bod. U« sending user's and *e receiving nser's side and can be 
set up by eiier nser. The RS 33 allows users to access and nranage &eir routing table. 

Generic proxyOes) 54. 55 resides on a CS 21or an ICS 23. This component's 
responsibiUty is to act as a dumb, byte-forwarding prexy to many differem serves 
Which reside on USs 19. Each device handler 35 a, a server can receive messages, pass 
them to the user or an external system (such as SMS), store them. on them. eto. 
Tlus device handlers 35 can act as bridges to external systems. The user property 
service 39 allows users 7 to read and change their own nser profile, and to read those 
parts of other user's 7 profiles that they have access to. 

Authentication 39 handles Uie authendcation of cUents 1 1 when they firs. 

comtect to the back-end. and is p»t of U« framework component 67. Notificatton 
broadcasting 57 aUows back-end components to broadcast messages on several 
channels to all other component m Ore duster, and to listen for messages on certam 
ehamrels. Notiftcation broadcasting 57 is also part of tt« framework component 67 as 
mustmted in Figure 13. Protocol compiler 63 need not h. itself be part of *e sys«m. 
aimough code generated by it becomes part of the system (part of each serv.ce tt .s 
.eneratod for). The protocol compiler 63 compiles PDL (Protocol Descnphon 
, Language) files, which are an abstract definition of the protocol between a client and a 
server or a server and a server, into code for both client and server which implements 
.he trat^spor. of these protocols and hides *e complexity of how protocol message, are 
sentback and forfl, between d,e cHent and the server. I/O model 61 handles d«ad 
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pooling and synchronization, database connecdon pooUng, VO usage, tiined alanns etc. 
and abstracts these for the other services. Resource and failure detection funcnon 65 
Ustens for the failure of Uss 19, ICSs 23 and CSs 21and broadcasts a message throu^ 
the notification broadcasting mechanism if one of them goes down. Again, this is part 
of the framework component that underlies each of the CS. US, ICS, and O&M server. 
User mapping function 25 maps user IDs to User Servers. TTus function is piecewise- 
defmed. v^th pieces of the function getdng defined Mly as needed. There is also a 
mechanism that reclaims and undefines pieces that have not been used for some tune. 
The function is persisted to the DB 13. The function keeps the mapping of user IDs to 
servers for CSs and ICSs (UserServerID(UID) and IntmClusierServerID(UID). 
Framework 67 is tiius responsible for providing a decent cn viromnent in which to writ* 
services, which transparently (to the services) ensures scalabihty and robusmcss. 



Load balancing service 41 allocates resources which are external to the clnster M 
a fashion which load balances the resource usage. The idea here is that a client 1 1 may 
wish to use the services of servers which ai^ not implemented within the cluster yet 
form an integral part of the application and should thus be allocated (and admmistered) 
as conceptually a part of the cluster. The session service 37 handles session creauon, 
setup and management as well as data transfer between members of the session. 

Administrative tools allow system administrators to change certain settings of the 
system, add new users, etc. They are responsible for notifying aU components in a 
cluster of changes to settings that affect them. 

Database abstraction layer 69 provides a unified way of accessmg the database 
13 used in the cluster. Layer 69 provides access to several LDOs (Logical Data Objects) 
which are user-defined (i.c. defined by service creators) objects in the DB 13 which 
provide an abstraction for some data stmcmre stored in the database. 
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Responsibilities of framework 67 include the following: 

A. Provide an environment which efficiently handles matters such as I/O, 
timed alarms, thread pooling, message broadcasting, database connection 
pooling and logging, hiding the complexity from the service creator. 

B. Expose abstractions to service creatcurs which make their life easier. 
These include abstractions related to I/O, the database and data stored 
therein, alarms, message broadcasting (notifications) and logging, 

C. Perform caching of data within the data abstractions supplied, 

D. Reuse existing data abstraction object instances when this is efficiait 

E. Supply a non-ambiguous method of specifying a protocol dcscription- 

F. Implement a process which can, given a protocol description, output 
code which implements the details of how to encode protocol requests for 
sending them over the wire and how to use the I/O primitives supplied by 
the framework. In essence, this process hides from the service creator and 
the client implementor the fact that the client using the service does not 
run on the same computer. 

G. Uniquely identify instances of services and supply a registry of these 
so that connections may be made to previously existing instances. 

HL Hide from service creators the fact that when their service 
communicates with other instances of the same service or instances of 
different services, these instances may be located on different computers 
within the same cluster or even on computers within remote clusters. 



I. Ensure authentication, security and integrity m all communications so 
that service creators can always take these for granted. 
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The threading model exposed to services in the framework 67 is what has on 
occasion been termed a rental apartment An apartment is defined as ^Ihe context a 
tenant is called in". The fact that the tenant is only renting the apartment means that a 
tenant may not always be called in the same context (i.e. on the same thread) but since 

5 tenants only live in one apartment at a lime, the analogy can be extended to say that a 
tenant will never be called in more than one context at the same time (i.e. no more than 
one thread will ever be active in the code owned by-the tenant). Services are "tenant 
owned". What we mean by this is that the code for a given instance of a given service is 
attached to a tenant. The service creator can therefore assume the rental apartment 

10 model when writing the service, and does not need to worry about threading issues at 
all. The framework keeps a pool of threads into which threads are added as needed up 
to a maximum. These direads arc then reused when work needs to be done. Each thread 
is acdve in one and only one tenant's code at a time. When work needs to be done, the 
framework waits until a thread is available, hands it the assignment (a description of an 

15 event that needs to be processed), and marks it unavailable for the time being. When the 
thread finishes, it notifies the framework, which then returns the thread to the available 
state in the thread pool. The reason for using a thread pool is that performance 
increases as more threads are allocated to doing separate jobs, up to a maximum (system 
dependent). This means that we can only have a maximum number of threads running at 

20 a time, but we have a number of jobs that need to be concurrent and which need a fair 
share of the processing power available. The thread pool method solves both of these 
problems* 

As for I/O 61, the framework 67 preferably uses an implementation of the SSH 
standard protocol for all communications between clients and servers, between servers 
25 within a cluster, and between servers in different clusters. SSH provides 

authentication, encryption and integrity to all conununications. It also supplies 
abstractions called connections and streams. Streams are the main I/O abstraction used 
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the framework. The framework exposes an abstraction equivalent to an SSH stream 



in 

to services. 



With regard to connection requests, an instance of a service in the fiamework 
only exists as long as a stream is attached to it The process of attaching a stream to a 
service will now be discussed. Streams are opened with two expUcit parameters and 
one impUeit parameter. The irapUcit parameter is the UID of the user opening the 
stream, which we will call the source UID. The explicit parameters are the name of the 
stream which wc will call the "stream type", and a UID which we will call the 
destination UID. This UID might be the UID of the user opening the stream or the UID 
of a different user. We previously mentioned that one of the framework's 
responsibilities is to uniquely identify instances of services. We can now define what 
constimtes this unique identification: it is the type of die stream that is connected to the 
service and the destination UID as defined above. 

When creating a service, two main parts are created: an object to which streams 
be attached, referred to as a stream connector, and an object which knows where to 
connect connection requests, called a locator. A part which unplements the actual 
functionality of the service may also be created. At mitialization time, a server based on 
tiie framework registers all die locators it knows about under die name of the stream 
type(s) they handle. Any given locator is registered as the object which knows where to 
connect connection requests for streams of a certain type or types. 

We can now explain how a connection request may be handled. When the 
framework receives a connection request from SSH for stream type X and destination 
UTD y, it finds die locator registered for stream type X and passes it flie connection 
request. The locator checks die destination UID. Y, and based on what die UID is, it 
does one of the following: 1) creates a new tenant and a new stream connector, attaches 
the stream connector to the tenant and connects the stream to die new stream connector, 
and registers the new tenant as "the tenant to which die service for stream type X and 



can 
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destination UID y is attached" (read that again if you didn't get it. it's important; 
remember what we said about how we identify instances of services); or it 2) fmds an 
existing tenant that was akeady registered for stream type X and destination UID 7 and 
connects the stream to the stream connector ah-cady attached to the tenant; 3) It creates a 
new tenant (as above) regardless of whe&er a tenant already exists for the same (X, Y) 
pair. This is appropriate when it is not necessary for different connections to the 
"same" instance of a service to share state. 

The stream connector looks at the source UID of the connection request and 
decides whether it wants to accept the connection based on who is conncctmg. Different 
services will behave differently in this inspect. A single locator can in fact be registered 
as the locator for more than one stream type. This means that a single service can in fact 
accept comiections &om more than one stream type. When wc add the fact that a 
separate protocol, specified in a protocol description, is spoken across each stream, we 
see that this model starts to look a bit like we're implementing a C4+ class which 
inherits from one or more purely abstract base classes. 

Now that we have covered the details, we can step back and see the whole 
picture. Each service has a "type" (or types) which is the type (or types) of stream chat 
it accepts connections from. Each instance of a service is "owned" by a single user (the 
destination UID). Hie service creator can decide whether he/she wants all connections 
to a (service type, destination UID) pair to be comiectcd to a single instance of tiie 
service or always to a new instance. 

Up until now we've assumed that the entity that is asking for tiie stream to be 
connected is die client. The fact is that services can themselves comiect streams to other 
instances of the same service, or to instances of different services, simply by specifying 
tiie source UID. destination UID and type of tiie service tiiey want to comiect to. This 
means that we now have a framework which supports abstract stream VO between 
cUents and servers, and between servers and servers. 
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At times it may be necessary for an instance of a service to send a broadcast 
message (referred to as a notification) to "all interested parties" without knowing who 
these parties are. The framework suppUes a method and function 57 for doing this, as 
well as for Ustening to notifications thai you're interested in. The abstraction that the 
framework suppUes to services is as follows. A service can send a notification (which 
is simply a binary packet with arbitrary data) onto a specific named channel. A service 
can Usten to specific named channels and will receive a call into its code when a 
notification arrives on one of these channels. 

PDL is short for Protocol Description Language. This is the frameworks solution 
for a non-ambiguous definition of a protocol between a chent and a service (when we 
talk about clients in tiiis context, we are also talking about services which open up 
streams). The PDL compiler 63 U a software tool which takes PDL as input and spits 
out much code, botii on the cUent side and on tiie server side. On the cUeni side, it spits 
out a COM DLL which implements COM interfaces specific to each protocol which 
allow chent appHcations to use die protocol as if it were a normal COM object. On tiie 
server side, it produces two main tilings: code for services to act as clients to the 
protocol, and code for services tcimplement the protocol. The code for implementing a 
service is split into two: an object which allows die service creator to call back to die 
client as if tiie cUent were a C++ class residing in tiie same process space as tiie service, 
and a C++ class which is purely abstract which tiie service creator must inherit from to 
implement tiie metiiods defined in tiie protocol. These two parts are a high-level enough 
abstraction tiial tiie service creator can. if he chooses, ignore tiie fact tiiat tiie underlying 
I/O abstraction is a stream (he can even ignore tiie fact tiiat tiiere is any I/O going on). 
The only concession to complexity tiiat tiie service creator has to make is tiiat all calls 
are asynchronous, i.e. if he wants to send back a "retiim value" to tiie cUent he must do 
so through a new, separate mefliod call. Note tiiat altiiough PDL and tiie PDL compiler 
63 are suppUed by tiie framework to case tiie pain of writing protocol stacks by hand. 
the underlying stream abstraction is tiiere for tiie service creator if he/she chooses to use 
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. J t^ r««OTanitvier to poke a bit at its interior parts 

it Also, the PDL generated code allows the programmer to pos 

to. change its behavior. 

■nc database abs«cdon layer 69-s job ^ u> provide service creator, wi* easy 
a^ces. «, dam. and u. cache daia. poo. da«>ba« connections, and reuse dau objec. 
m main parts of me database abstraction layer visible to a service creator are the 
registry and several U^Os (Logical Data Objects). An U50 is an a^tracuon for soo« 
specific type of d«a. l.e. for a speciftc table or set of ^les in a relational database, 
•usually it win be created in conjunction «ith the creation of a serv.ce, etther by 
service creator h«seU or by a separate LDO creator. UX)s canhandle cachn^g ^data 

. TT,. „_i.mi 15 the olace where existmj LDOs are 
Uiey represent if they choose to do so. The regisiry is tne piac 

■ . _j iim» and bv the tJID v»hicb owns 
regist«ed.LDOs, like services, are registered by type and By tne 

Z.. When a service wants an LDO. it aslts the registry for an IDO of a specie type, 
owned by a specific user. "H^e registry then acts sinnlarly to the way locators act on 
eonnection requests. i.e. it either creates a new IX.O of the retrrested ^ or re^ 
currenuy existing LDO. A pool of dau^base connec^ons is tnaintained by t^ database 
ebstracUon layer. This is similar in funcdon and in design to Ute thread pool tnamunned 

by the framework. 

AS for UMF 25. the following describes how the framework knows which server 

a specific instance of a service resides on. Services are identified by type and 

■ t rf-.™. n IMF> 25 is a piecewise-defined function 
20 destination UID. The user mapping funcuon (UMF) 25 IS a p 

which specifies on which US the service instances for a given UID are located. If a 

goes down. theUMF will change its mapping so that users which w«e on ^ 
server should ahnost immediately be able to reconnect and receive 
^ cluster that did not go down. K a server is added to the cluster, the UMF w.,1 star. 
« nsing that server for new connecUons untU it is at fnU capacity. The user mapping 
,„cti™ (U^m 25 itsCf is preferably stoted in the database, but the code w^h 
handles keeping the function con«. is implemented on each server 3 (19. 21. 23) based 
on the framework. In clusters 1 which are connected to other clusters, there are 
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p„fe«bly two UMFs: fl« imenud UMF and *e .x«m.lUMF. m internal UMF « 
^ by CSS and USs to locate USs and ICSs, and by ICS. «, locate USs for local 
cluster UIDs. The external UMF is nsed by ICSs to locate ICSs for external UIDs. 

Although not logically part of the ftamework (it's a service), the generic proxy 
54 55 is one of *e core services suppUed with the framework. Generic pn>«es act as 
by«-forwarding proxies frotn one stteam to another. On CSs 21. generic proxies 54 are 
used in the foUowing way: A generic proxy is registered for each protocol that client, 
are supposed to have access to in the back-end. When d« generic proxy gets a 

. /„™->- .r,- (/;d-v dst VID=z>. it will accept it, then ask its 
connection request (type=x, ire uiu-y, aai i/i*^ 

ftamework to open a stream with parameters y. z). Since .be internal UMF is being 
„.ed on CSS 21. this will open a streun «> the US 19 servicing destination UID or to 
flie ICS 23 which is acting as a bridge to the cluster user z resides on. On other server 
tvpes (e.g., US and/or ICS), generic proxies 55 are used in the same way. The deference 
here is that for comiectiou requests coming from external clnsters, Uie internal mapping 
funcUon is used, but for com^ction re<^ts coming from within the local duster, the 
^termd mapping function is used. As can be seen from analysis of .he above, the 
frameworic stream model, the UMF and generic proxies on ICSS allow services 

comiect to services for any user that can be reached in the network without knowing any 
details except the type of s«vice that is to t« comieCed to and the UID of the u^r to be 

connected to. 

Routing is handled by the routing service (RS) 33. which resides on the US for a 
given user, as dictated by the UMF 25. For example, when user A sends user B a 
message as in Fig. 3, the following happens: 1) User A's cUent sends u»r A's routmg 
service the message; 2) User A's routing service 33 on user A's US 19 runs its 
S "outgoing routing logic" with the message and some other p^ameters a. input (the 
rouUng logic wiU probably end by deciding to send the message to user B's routrng 
service on user B's US); 3) User B's routing service 33 receives .he message from user 
A-s routing service, and runs its "incommg routuig logic" on it (*is logic wUl probably 
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end by deciding to send the message to user B's client (if connected) and store the 
message). Optionally, user A's client may receive the message and a pop up window 
with the new message. A message (as appUes to the routing service) is a string which. 
e.g.. may be formatted accordmg to the SIP standard. The format of the body of the 
message is dependent on the message type. In an RS 33 for a given user, both the 
outgoing routing logic and the incoming routing logic can decide to forward the 
message to a device handler (and optionally process it further once the device handler 
has processed it), store the message in the user's message box. deUver the message to a 
different user's routing service, or deUver the message down to the user's cUent. Users 
may request that a receipt of delivery be sent to them when a) the message they sent is 
stored in the recipient's message box, b) when the message they sent is sent to the 
receiving user's client. 

To prevent spamming and denial-of-service attacks, the sending of multi- 
recipient messages may not be allowed in certain embodiments. This means that if the 
client wants to send the same message to 15 users, that is what the cUent does. i.e. sends 
the same message 15 times. This means that in such embodhnents the servers camiot be 
used to multiplex messages to users, thereby making denial-of-service attacks harder to 
perform as well as making it lime-consuming to send messages to multiple recipients. 

Herein, a device is anything which can receive a message. Each device can 
receive a specific message type or set of message types (e.g.. from an RS 33). Each 
device also has a specific type, a device type. Associated with tiie type is the set of 
message types it can receive, and optionally what.identifier type to use to identify the 
device (e.g. a phone number for a phone terminal). Software components called 
"device handlers" represent devices in the system. In some cases, the device is purely 
conceptual and die device handler itself can m fact be viewed as the device. Device 
handlers are normal services in every aspect, except for the fact that all device handlcn 
can handle the same protocol. This protocol allows the routing service 33 to pass 
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„«ssag« to tt« device handler for handHng. and for U» device handler to pa^ *«n 



back. 



10 



15 



Roudng logic (i.e. which choices are made to decide ^ha. » do wiU. a n>«sage) 
™y be implemented. e.g., by an RS 33, in a special-purpo« pseudo-programmmg 
language dubbed RoutingTree. which is in essence atree of nodes where aU non-leaf 
nodes are decision points and leaf nodes are action Decisions a. decisron npdes 
can be n»de on a number of parameters, inchrding fti contents of Uve message bemg 
Voated, .he time and date, dte state of certain parts of tt»da«*ase, etc. For each uaer. 

several different named routing profiles may be specified. Each routing profile contatns 
a RoutingTree-specified routing logic. Routing profiles may be defmed by chent. 
one routing profile is always active as ti» routing profile to use for incoming messages 
(Which one to use may be defmcd by ti.e client), and whenever the client sends a 
n^essage it specifies which muting profile to use fc d» outgoing message ^ -y^ 
different routing profiles may be used for different situations. ..e. one routing profile for 
When the user is at work, one routir« profile for when she is a. home, one for when the 



user is on-line, etc. 



For session initiation (i.e. inviting another user u> a session, accepting an 

Profnc 



embodiineats a subset oi xne oc 

INVITE, 



20 



25 



r m may be used. The SIP memoas usea mciu^, w.^., 
Llods. S«. is explained, for example, in Handley/Schulzrimte«choo.e.«ose„berg. 
"SIP- Session Initiation Protocol." totemet Draft. Inu=rnet Engineerir>s Task Fo,«e^ 
Au.' 1998 fl„ disclosure of which is hereby incorporated herein by reference. These 

su^ce for users to initiate conferences and invite oti«r users to ^em, or for t«o users 
u> initiate a point-to-point conference. For session description. ti« Session Descrtpuon 
ftotoa>l is ^ Tlte Session Description Protocol is explained, for example m M 
l^aiey and V. Jacobsen. "SDP: Session DeschpUon Protocol." KFC 2327. Internet 
Engineering Task Fo«e. Ap.il 1998. fl>e disclosure of which is hereby incorporated 



herein by reference. 
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Different types of routing schemes may be U3cd in this invention. In certam 
embodiments, plug-ins to the system could define their own routing scheme wh.ch 
Wd be used concuxrentiy with the preferred scheme described below. In one 
preferred embodiment, ihe following in Table 3 are the message types (e.g. page, 
autoreply. invitation-request, mvitation-reply, etc.) of a preferred roudng scheme. More 
types may be added if necessary. 

Table 3 - Message types defined by the routing scheme 



page 



auto-reply 

.invitation- 
request 



invitation- 
reply 



A short text message, sent by one user to another. 

■ 

An automatic response to a message sent by a user. 

An invitation to join.a conference sent by one user to 
anbther. The body of the message contains an SIP 
INVITE request header. 

« « 

A reply to an invitation to join a conference. The body 
of the message is an SIP INVITE reply header. 



-tovititton- Sii: A mission set.,. r*^u«t sent once the invited user has 

to partidpa,e.e.g.. iSIPACK request. 



V 



invitation- 
setup-reply 



A session 



setup reply, d la a SIP ACK reply. 



^nvitatioii: . - A.cancellation of an invitation, e.g., SIP CANCEL. 



.invitation 

• ' ■" . ■ • 

icancelT 
^request 



invitation- 



Sent when leaving a session, a la SIP BYE. 



bye-request 
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A user's "inbox" is part of the user's routing service 33. Hie Inbox receives any 
kind of message to a user. When this happens, it sends notification of the message to the 
user (or the user's client) if the user is online. The user may enumerate the message 
identifiers stored in the inbox and whether each of the messages is read or umxsad. He or 
she may retrieve messages from the Inbox, mark them unread or read, or delete them. 
The user may also store messages in the Inbox. In certain embodiments, the community 
operator will periodically check for very large inboxes (i.e., large volumes), notify the 
user (by paging himmer) that the oldest X messages in his inbox will be deleted if 
hc/sbe does not clean it up, and give the user 7 a deadhne before which to fmish 
cleaning up. This will be a function of the admin tools and the database scheme. 
Moreover, the inbox can handle the sending of receipts of storage if the message is thus 



25 



marked. 



Figure 14 is a flowchart Ulustrating how a first user (e.g.. user #1) can estabUsh a 
communications session (e.g., voice chat, text chat, etc.) witii a second user (e.g., user 
#2) using one or more clusters of the network. The first and second users may be 
assigned to the same cluster or alternatively to different clusters of the network. 
Moreover, the first and second users may be assigned to the same user server (US) 19. 

, • J t .V Aiff^^^t lervers 19 To Start, the first user desires 

but more likely are assigned to different users servers iv. xv. » 

to send tiie second user an invitation message regarding the session (i.e., an INVITE 
message) [ step 15 1 ]. The first user may look up the second user's UID on the first 
user's contact Ust (note that the UID need not include a network address of the second 
user such as the second user's phone number of IP address, thereby keeping a degree of 
anonymity associated with the communication session). At the first user's request, the 
f^st user's cUent (e.g., PC or phone) forms and sends the INVTTE message to the first 
use^s US 19 and to tiie first user's RS 33 at that US [step 153]. The first user's RS 33. . 
on the first user's US runs its outgoing routing logic and determines what to do witii tiie 
message [step 155]. The RS may. for example, ignore tiie message [step 157], but more 
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^ «. fo^ani U . .he second BS 33 at Uk second use. s US 1^ me 
J o, . diffcren. closer) ls«p 159,. second ■^e.s RS 33 recewe. *e ^ 
„««agc a^i runs incoming »udng logic « I«.g««n«d by d.e se=o«i user. » 
"^^ * r„.-«i^n For examole, ihe routing 



INVITE 

.v^ o c rn- 1 ^ forward the INVITE 



10 



log of the second user s K5. n»y ' . ^ u 

an SMS message to the secc«d use., mobile phono or some od«r pagmg nc^or. 
device nke a pager (e.g., if d« second user is not currently online) [step 163] 2) 
forward d.c mVrrE message to the second use.s i^x (step 1^]. - 

«^ .,c^r'<; currentlv online client (e.g., PC} istep 
INVITE message directly to the second user scuiientiy n 

and/or 4) deUver .he INVnB message to anodrer user. KS 33 ^-p 16«^ 1^ d« 
of 4). d» anod«r user may ignore, decline or accept -he invtuoon [s«p 1^ 
Od^crwise. the second user may ignore, decline or accept *e invttadon of 0>e INVTTE 



message as discussed herein [step 173]. 



15 



20 



Apart from sending pagcs. a fUncUon of 4. roudng service 33 « » act as a .00^ 
which users can rendezvous in any kind of session, be it e.g. a teleph.^ c^. a ^^'. 
a Video conference, or meli^. To iUusira. how r«ndexvcusmg «or^. . .s ^' 
. ^ a te. examples: one where bod, users are sitdng a. d^eir compute. ^ 
wHere one user is at her computer and »oUrer is using hisn«r J^^^^ 
bod-usersareatdreirphones. No» ^at in none of d»se cases does .h«3n. 
^ » ^ow ^ iderrtifying informadon about ^ called ^-^^"I'^jZ^, 
party's ,de„tifi« (bod. Ore UID and system/networ. phone nun*er). In facM^e c^u„ 
IJy wm never be able .0 find out the called party's contact infonnauon trough Ute 
systemMetwork unless me caUed party has specifically allowed dus. 

For a PC .0 PC rendezvous, for example. wiU. referent to Hgure 15 imag^ 
that car, wants toasic Anne andWimam^ioinhiminatextchatconi^nce^^^^^ 

would start by using his cUent 1 1 to invite Amte. Carl s cUe« 1 1 would start by cr«.n. 
r ession in <L.'s Session service (running on Carl's US 19) [step 7 1,. *en u would 
encode d.c address of d« session (e.g., cariaphonecompany.com. session name) mto an 
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SIP INVITE message Isiep 73] and send that to Anne [step 75]. The INVITE message 
would be directed by Carl's RS 33 and Anne's RS 33 in accordance with how the 
respective user's had progranuned their respective RSs. In the nonnal case, if Anne was 
on-line the INVTTE message would be directed to Anne's client (e.g.. Anne's PC). Anne 
then determines whether to accept of decline the invitation [step 77]. If Anne decides to 
accept the invitation, this would cause her client 11 to connect to the session encoded in 
the INVITE message [step 79]. If Anne decides toTieclme. she may either ignore the 
INVITE message [step 81] or may send a declining message to Carl's client [step 83]. 
To invite WiUiam, Carl would use his client to add him to the session. William would 
receive an INVITE, accept it in a similar manner, and join the session. 

For purposes of another example, consider a PC to phone rendezvous (e.g., see 
Fig. 4). Carl (user A) is at his computer (e.g., PC) and wants to voice chat with Anne 
(user B). Carl chooses this option in his cUent 11, which then sends an SIP INVITE 
message to Anne as discussed above. Anne, however, is not at her computer (i.e.. 
Anne's cUcnl 11 is not online). Upon receiving the message. Anne's routing service 33 
notes that she is off-Une but that she has asked that voice chats from Carl be forwarded 
to her GSM phone. Thus, Anne's RS 33 sends the message along with the phone 
number to call to a device handler 1 0 specifically created to handle this kind of INVITE 
message. The device handler 10 sets up a call leg to Amie in an external voice gateway 
12 that it is affiliated ^th, sets up a temporary number in the gateway that will comiect 
Carl to the call leg already set up to Anne if he calls it, then sends back a reply to the 
SIP INVITE message that tells Carl's cUent 1 1 that Anne is temporarily moved to the 
temporary number just set up. Carl's chent 1 1 calls the number (using some IP 
telephony system), hears a ring, and then Anne answers to complete the rendezvous. 

As another example, consider a phone to PC rendezvous. Assume Anne wanK to 
her GSM phone (i.e.. Anne's client) to call WilHam. She dials his phone number 
(this kind of double mapping is necessary since the phone system only supports phone 
numbers as addresses, not system/network UIDs). A voice gateway receives any call 



use 
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setup request to this number, including Anne's caU setup requesL It contacts a device 
handler which it is affiliated with and asks it where to route the call. The device handler 
sends an SIP INVITE message to WiUiam via WilliamVUS server and RS 33. WilHam 
accepts the incoming voice chat, which causes his client (i.e.. William's PC) to send 

5 back an "accepted" response to the SIP INVTHE containing the phone number, his client 
is registered for the rendezvous in the IP telephony system he is using. William's 
routing logic in his RS 33 routes the message back to the very same device handler 
which sent the original SIP INVITE. Upon receiving the message, the device handler 
' sends the telephone number from the message back to the voice gateway, which 

10 forwards the call accordingly to William. WilHam's cHent pops up an "incoming call- 
dialogue which William decides to answer. 

As yet another example, consider a phone to phone rende7.vous. Assume that 
William wants to call Carl. He picks up his phone (William's client) and dials Carl's 
phone number. Tins case is the same as the Phone to PC Rendezvous case above except 
15 that Carl's routing logic in his RS 33 notes that he is offline, and thus per Carl's 
instructions/programming sends the INVITE message and the phone nmnber he has 
specified for when he is offline to a device handler which repUes to Ihe INVITE with a 
"temporarily moved" message, which makes it back to the device handler which 
originated the INVITE, then back to the voice gateway which forwards the call to the 
20 Specified number. 

As discussed above, services that facilitate things like knowing the online status 
of other users, setting your (if you are a user 7) online. status, and storing your contacts 
in a hierarchical list are also available. These services are provided by the followmg 
components: Online status service 31 and online stams service proxy 51; Contact status 
25 service 53; and Contact list service 43. 

Figure 16 shows data strucnires that are kept on each user server (US) 19 by the 
user service. This is only a rough sketch that shows the most important data elements. 
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Figure 17 shows the data structures for the contact status service on each connection 
server in the same manner. Both of these data structures can be considered volatile and 
are kept in memory for efficiency reasons. The useFs online stams is subscribed from 
the responsible US 19 by CS(s) 21 that are watching the user as someone's contact. The 
CS that is connected to the user's client can update the user's online status (through the 
user service/user service proxy), and his/her contact list. When a US 19 gets a contact 
list request on a user that hasn't been loaded it loads the user data from the database. 
The user data is kept loaded while any CS 21 is using it. When all CSs have released the 
data, it can be unloaded from memory. The data may be kept in a cache of some sort for 
a while fiom where it can be quickly loaded. The version attributes of the lists serve the 
purpose of being able to know when to update the cache in a CS by checking the 
vereion number of the data stored on the CS and comparing it to the version number of 
the data stored on a US. 

In the contact status service 53 on a CS 21. each connected user has a contact 
list. The contact status service subscribes to the online status of each contact that it is 
watching from a corresponduig user service on a US. It is the user service's 
responsibihty to filter out blinded users when sending stafais updates. Figure 18a shows 
ihe data structure stored for the contact Ust service 43. This information is stored in the 

database 13 and retrieved on demand. Each user has one blinded Ust and one seeing list, 
of which is active at a time. If the blinded list is active, all users except those in the 
blinded list can see this user's online states. If on the other hand the seeing list is active, 
only users on the seeing list can see this user's online status. 

4 

Referring to Figure 19, m order to access the system/network of this invention, a 
7 must first log on. Figure 19 illustrates an example of the message sequence when 
Ui logs onto the system. When the CS 21receives the authentication request |t . 
first checks the password for vaUdity. The user may have been unregistered, etc. Then 
authentication is performed. In the example, the user's UID hasn't been used before. 
The CS must therefore ask the UMF for USID. The UMF 25 selects an available US 19 



one 



user 
a user 
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with the least load to be responsible for thai UID. The CS now sets the onhne status for 
Ui on the responsible US 19 and retrieves the contact Ust. In the example Ui has one 
contact, namely Bj. The status for that contact must be fetched from the correspondmg 
US of that contact. After that, CS subscribes to B, 's online status. The US 19 of the 
5 contact user Bi only repHes if Bi is online. CSs and clients assume by default that a 
contact is off-line until they receive a status message. 

Figure 20 shows an example of the message sequence when a user Uj logs off 
the backend. Now the CS 21 sends a logoff message to the US 19 responsible for Ui. 
The US sends stams message to all subscribers, saves the user data and unloads it. 

10 Figure 21 shows an example of the message sequence when a contact B, logs on 

and off. The user Ui is watching Bi via user Ui's contact status service. When the 
contact user Bi comes onUoe. the US of user Bi sends Bi's online status to all CSs 21 
subscribed. In such a manner, a user can monitor the status of (Mferent contact users B 

m 

throughout die system/network, without the contact users B knowing that thck status is 
15 being monitored. 

Figure 22 shows an example of the message sequence when a user 7 adds a 
contact to his/her contact list and then removes it again. It is the US's responsibihty to 
keep the contact list updated in the database 13. When a user is added or removed as a 
contact on another user* s contact list, the user who has been added to another user's 
contact Ust receives notification in certain embodiments, as shown in Fig. 22. One user 
7 may add other users who are or are not assigned the same cluster to the adding user's 
contact list. 

Figure 23 above shows an example of the message sequence when a user adds 
another user of the system/network to his or her blinded list and then removes it again. 
23 It is the US's responsibiUty (i.e.. the responsibiHty of the US 19 of the adding user 7) to 
keep the blinded list updated in the database 13. in certain embodiments. Note that 
when a user A adds user B to his blinded Ust, user B does not get any notification that 



20 
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this was done. The idea is ihai user B should not know he or she is on user A's blinded 
list. Figure 24 shows an example of the message sequence when a user inverts his or 
her blinded user list. This sequence is similar to the one when a user is added to a 
blinded list. 

5 Set forth in Figure 25 is a summation of database 13 operations needed for the 

contact list functionality. As can be seen, in preferred embodiments, the user server of a 
given user 7 is responsible for most actions relating to contact list functionality of that 
particular user. 

The session service 37 handles session management. The user that initiates a 
10 session (i.e. creates a conference or initiates file transfer) owns the session* Other users 
7 get invitations to the session which contain directions on how to connect to the 
session. The ovmer of the session can invite other users (through the normal message 
routing mechanism), kick users out of the group, mute users so that they become 
observers, and/or end the session which causes all users to exit the session. Entry into a 
15 session is by invitation only; and this is preferably handled by the session management 
server keeping a list of users that may enter the conference. The owner of the session 
adds to this list when he or she invites other users. 

For every user 7, a certain set of data is stored. The data is kept in key/value pairs 
call properties. These can be global for everyone to sec, private only accessible for the 

20 user him self or it can be access controlled. Figure 1 8b illustrates a data structure for a 
user profile according to an embodiment of this invention. The user property service 39 
of a given user controls functionality and storage in this regard. Moreover, a "find user" 
service may be provided in certain embodiments, for enabUng chcnts to find user IDs of 
other local cluster users by searching on their user properties (same properties as in the 

25 user property service 39). 

For each cluster, there wiU be a single scaleahie, robust, relational database 13 
which contains all of the data the system uses which must be persistent. For smaller 
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setups, ifais may be a single computer running a database such as Oracle or Informix. 
For larger setups whCTe there is a very large number of users and a greater stability 
requirement, a cluster of high-performance computers read^g from and writing to the 
same database will be used, and the database may, for example, reside on a mirrored, 

5 hot-swappablc RAID setup. In this way, any level of redundancy can be achieved as 
well as the ability to deal with practically any number of users, without losing the option 
of running a small, cheap setup. The database 13 preferably contains the profile 
information kept for each user. The database will also contain the contact list and 
blinded list for each user. The contact hst is a hierarchy of groups where a user can be 

10 part of more than one group, and a group contains all of the users it contains and 

recursively all of the users in groups it contains. Also stored m the database are the data 
for the diffMenl routing profiles for each user, along with data which describes which 
profile is ciurently active, etc. Each user's Inbox is preferably stored in the database. 
This is a list of messages along with information on whether ihcy are read or unread, 

IS ordered by time of storage. Also stored is a transaction history for the messages. 

Possible transactions include ADDED, DELETED, DESTROYED, MARKED READ 
and MARKED UNREAD. The DELETED and DESTROYED transactions are 
equivalent as regards the server system (i.e. they delete the message from the database) 
but are kept as two separate transactions for increased flexibility in the client (e.g. the 

20 client could use DELETED when it wants to delete a message both from its local cache 
and from the server, and DESTROYED when it wants to delete the message only from 
the server; the different transactions will allow other instances of the client to provide 
the same end-user experience). Moreover, all settings for back-end servers are stored in 
the database in certain embodiments, as are logs from the system, both logs for 

25 administrative purposes and logs for bilUng purposes. AU settings for each user's chent 
are also stored in the database in certain embodiments, except for settings that have to 
do with the client's location, e.g. firewall settings. 
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Turning to scalability, lei us define a mathematical model for use in dctcnnining 
scalability. Reference is made to Table 4 below. 

Table 4~ Symbols defined to use in the mathematical model 



SYM- 


DEFINITION 


BOL 




A 


Set of all users. 


N 


11 A|l, i.e. total number of users 


a 


Number of online users. 


B(u) 


Contact list for user u. It is given that B(u) C A 


L(u) 


m • 

Blinded list for u. All users but users in L(u) can 



u's online status. L(u) C A 

PCu) . ! . V Users privileged to see uls online status. Only usersiin : 
' P(u) are allowed to seeu's onlme status. P(u) S A. (Either.^, y. 



:: P(u).or Uu) are empty) 



jsj^ Number of connection servers . 

Nits l! NumbcTof uscTservers. . . - . 

Number of user regions. The user space is divided 
into Nr regions. Each region hast N/Nr users. 

f . ■ " t . Average niimber of condicte in any given contact. 

.,."•*.••• . • ' .. 

; V . Assumed to be a constant 
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1 Average number of users in any given blinded list. 

Assumed to be a constant 



What influence iV and n have on how much load the routing service causes on 
USs (CSS do not participate in routing) may be of interest. We assume the following for 
simplification: 1) Online usens arc equally distributed on all CSs. The number of 
connected users on each CS is nINcs; 2) The work required to decide the routing for a 
single message based on the routing logic. A; 3) The work required to send a message to 
its destination, once the route for it has been determined, is a constant, /i.; and 4) The 
number of messages that need to be routed per user per time unit is a constant. Q. 
Given these assumptions, the routing service causes load on each US which is of the 



order 



\^C5 } 



Since (A+/*).i2 is constant, we can keep the load caused by the service on each 
US constant as n increases by increasing Ncs. 

With regard to connection servers 21, what influence JV and n have on the load 
induced by tlie contact list service on each CS may be of interest We assmne the 
following for simplification: 

. OnUne users are equally distributed on all CSs. The number of 
connected users on each CS is n/N cj. 

• All contact lists are of size/. 

. The number of events from clients per user per time unit is a constant 
Such events include: logging on. logging off, changing user status, 
adding users to B(u), removing users from B(u). etc. As a consequence 
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ihe number of subscription messages from USs per subscribed contact 
per time unit is also constant 

9 Following our last assumption^ we assume^that the load on a given CS 
caused by events from a single connected client is constant, denoted by 
a. Additionally, we assume that the load on a given CS caused by 
subscription events from a single contact, is constant, denoted by ^. 

• The connected users on each CS do not have any mutual contacts with 
other connected users on the same CS, Further, no connected user has 
a contact that is connected to the same CS. This is the worst case, 
usually connected users share some contacts, i.e* some two connected 
users X and y will be interested in following the online status of the 
same contact z — users x andy share the contact Given this, any CS 
has to subscribe to fn/Ncs users. 

Hereby we can sec that the load caused by the service on any CS, given these 
assumptions, is of the order 



As a. -i-fp is constant, it is clear that by adding more CSs lo the network as n 
grows, the load on each CS can be kept constant Hence, the CS part of the network is 
scalable. 

Most likely some contact sharing will occur on each CS, decreasing its load. 
However, the contact sharing will decline as N grows. This is clear because connected 
users can have contacts from anywhere in the user space A, and the chance that any two 
users share their/ contacts decreases as A grows. Experience shows that in systems like 
the instant invention, users will group in cliques. In a chquc, each user will have nearly 
all the others in each of the other users' contact hst. (Note that the mathematical 
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definidoH of a clique is stronger. In a mathematical clique^ each user would have all the 
Other users in its contact list) The chance of contact sharing may be increased if users 
are connected to CSs in such a way that they are likely 10 be in a clique with some other 
connected user on that CS. The likelihood may for example probably be increased by 
5 comiecting users to CSs by their geographical position. 

Similar to the previous section on connection servers, what influence N and n 
have on the load caused by the contact list service on each US 19 may be of interest We 
assiune the following: 

• Online users and users that are on an online user's contact list, arc 
10 equally distributed on all USs. The number of users on each US is 

n/Nus- 

• All contact lists arc of size/. 

• The ntmiber of events from CSs per user per time unit is a constant. As 
a consequence the number of updates to subscriptions that need to be 

IS sent to CSs per user per tinnie unit is also constant 

• The load on a given US caused by events from a single online client is 
constant, denoted by 3. The load caused by subscription updates on a 
single user that need to be sent to a single CS is constant denoted by 

20 • The network is large enough such that Ni/s >=/• No contact sharing 

occurs in the CSs. Thus, subscription updates for a single user have to 
be sent to /USs. This is the worst case. 



The load the service puts on any US, given these assumptions, is of the ordet 
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of -2-0 +^ fa,] = of— (© + yto) 

As with the connection servers, by adding more US: to the network as n grows, 
the load on each US can be kept constant Hence, the US pan of the network is scalable. 

As for reliability issues, a cluster 1 is an asynchronous, distributed system 

5 including the following discrete components: 1) Connecdon Servers; 2) User Servers; 
3) User Mapping function; 4) Database; 5) Internal Network; 6) External Network; 7) 
Clients; 8) Intra-cluster servers. We assume that the Internal Network and the Database 
implement their own redundancy and achieve close to 100% uptime. To meet its 
reliability requirements the Community Server Neiwoirk therefore has to be able to deal 

10 with the following types of errors: 1) client failure; detected by CS, affects only the 
client that failed; 2) External Network failure, loss off connectivity with one or more 
clients; detected by connection servers 21 and clients, corrected by throwing away the 
Session State on the sorver side and establishing a new coimcciion from the client; 3) 
Connection Server failure, a hardware or software failure that leads to the loss of a CS; 

15 detected by coimected clients, and corrected by chents by reconnecting; 4) User Server 
failure, a hardware or software failure that leads to the loss of a User Server; detected 
by connected CSs and/or the UMF, and corrected by removing all mappings to the 
afflicted US from the UMF and broadcastmg a request to all CSs that they selectively 
flush their UMF cache (affected CSs then throw away any session state associated with 

20 the lost US 19 and lecormecc to other, newly assigned USs), 5) Intra cluster server 
failure; same case as US failure; 6) User mapping fonction failure; detected by Uss 19, 
and corrected by the USs restarting the UMF 25. 

With regard to logging, auditing and/or traceability, all relevant events in the 
system may be logged to the database 13. These fall into two mam categories: events 
25 that are of interest to the administrator, and events that can be used for billing. For each 
event, the date and time of the event are stored, as well as which user was responsible 
for the event. Each event has a type, and may possibly have some additional data 
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attached to it. When logging a request made through the client to server protocol by a 
user to a CS, the IP address of the user might be stored as well. Administrators may use 
special administration tools or simple SQL queries todo administrative tasks such as 
see which user accounts have unsuccessfully attempted to authenticate themselves more 
dian once or twice in a row (to detect hacking attempts), count the number of users who 
were logged in at a certain time or over the whole day. or to see which events took place 
just before and at the time the system crashed (to try to gain an understanding of the 
reason for the crash). Community operators can use whatever means they like to gather 
data from the server for billing purposes. 

With regard to security and user authentication, every registered user 7 has an 
assigned user ID in the local cluster 1 in certain embodiments of this invention. As part 
of the registration process, the user selects a password for accessing his account The 
user presents his/her user ID and password to the cluster 1 each time he/she connecis. 
As for server audientication. each CS 21 is supplied with a pubhc/private key pair. The 
public key of the pair is certified by some Certificate Authority (CA). Each time a client 
connects to a CS, it gets a copy of the server's public key and the associated ceitificale. 
The Ghent can verify the authenticity of the public key by checking the certificate, and 
by verifying with the CA tiiat the certificate has not been revoked. After receiving the 
server's public key and verifying its authenticity, the cUent autiienticates die server by a 
cryptographic challenge-response, in a similar fashion as for user audientication. 



With regard to communications security and client-server communications, m 
certain embodiments of tins invention all communications between a client and tiie CS 
are secure. The SSH 2.0 protocol is used in all clients-server communications. SSH 2.0 
handles server authentication, chent authentication, data integrity validation and data 
encryption. The cUent connects to distinct services on tiie server cluster the by mepns of 
opening multiple SSH channels, each of which is separate virtual stream. As for server- 
server communications, flie network tiiat handles communications between User 
Servers 19, the UMF 25 and Connection Servers 21. is assumed secure and protected 
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from unauthorized access. Neither authentication nor encryption is performed in 
coniinunications between USs in certain embodmients of this invention, the UMF and 
CSs. Communications between CSs 21 and Uss 19 use the SSH 2.0 protocol. 
Server authentication, user authentication, data integrity validation and data encryption 
are disabled for such connections, so only the stream multiplexing faciHty of SSH need 
be used. Communications between Community Operators are preferably encrypted, and 
public key cryptography used to authenticate both ends. "Die SSH 2.0 protocol may be 
used for such comniunications, and mutual server authentication performed by means of 
pubUc/private cryptography and key certificates. With regard to physical security, 
hardware, including hosts running the daubase 13. CSs 21, Uss 19. the UMF 25. 
network routers, bridges, network v/iring and any other parts of a cluster 1 , needs to be 
physically secured from unauthorized access and tampering by the Community 
Operator. The security of the entire system collapses if part of a cluster is physically 
compromised, since any part of the cluster may contain or carry sensitive infoimation. 
such as CS's private keys, user's private information and communications etc. More 

Moreover, it is noted that Connection Servers He on tiie boundary between the 
unsecured Internet and the secure Intranet that hosts the cluster 1 . Comicction Servers 
may see all connected cHents' traffic in cleartext, and also contain their own private 
keys in cleartext. Because Connection Servers are open to comiections from the 
unsecured Internet and handle aU chent communications, they will function as firewalls 
of sort. Each CS 21 has two network interfaces, one to the unsecured Internet and one to 
tixe secure intranet There is no routing performed between die two networks. In certain 
embodiments. Connection Servers are able to log every comiection and comiection 
attempt. Log entries include such information as tiie date and time of day of ihe 
comiection attempt, source IP number, user ID used for any authentication attempts and 
the reason for authentication failure. For successful connections. Connection Servers 
additionally log tiie time of disconnection and the amount of data transferred in each 
direction. In certain embodiments, it is preferred tiiat tiie Community Operator filters 
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15 



con 



and audits traffic from the Internet destined for the Connection Servers to prevent 
hacking and to keep track of any hacking attempts. 

Settings for each component of the back-end are preferably stored in the DB. 
from where the component reads them upon startup. These settings arc preferably 

figurable from the admin tool, which has a connection to each back-end component 
and notifies it of changes in settings as is necessary. Figure 26 illustrates the admin 
tool's location in a cluster 1. Adding users to the application and removing users from it 
is handled by a separate admin tool which basically issues a new XJID, then writes the 
user's information into the database. It shall be possible to run this administration tool 
10 from the command line, for use with CGI programs etc. 

As can be seen from the above, a user 7 is able to create new profiles, delete 
profiles, edit profiles etc. and he shall be able to set which profile is cuirentiy active. 
Smart routing is based on the user's currentiy active profile and basically means that 
whenever another specific user tries to contact the user using a specific mode of 
communication tiiat user will be routed to a conversation endpoint or message 
repositoiy which can handle tiiat mode of communication. Based on settings in tiie 
profile, the other user could be routed to an auto-repHer which responds tiiat tiie user 
doesn't like hhn and doesn't want his calls, or be put through to die user's GSM etc. 

These modes of communication/conversation types shall be available: text, 
20 voice, and video. These message types shall be available: Voice (VM), Short text 
message (STM), Email (EM). Notification (sent to notify of the delivery of messages 
otiier tiian STMs) (MM). The following devices may be supported. We list which types 
of messages tiiey are repositories for, which types of conversations tiiey can take part in, 
and which types of messages tiiey can send. 



25 
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Table 5. 



Device 



10 



* ; _ 



Endpoint for 
these 

conversatioxi 
types 

Text, Voice 
Voice 

Voice 

• * 

Text, Voice 



Can send 
messages of these 
types 



STM 




STM 



STM, EM 



Repository for., 
these message' 
types 

* 

Inbox STM, NM 

... • ; 

cfieiit 

Standard 
phone 

G3M phone STM,NM 
Auto-replier 
Web page 

STM,NM 

Email client STM, EM 

Voice VM 
mailbox 

Fax machine STM, EM 

... ■ 

It shaU be possible to create additional devices as needed (e.g., conversational 
agent). As for the devices above, the auto-replier device is basically a device which the 
user 7 can set up to reply diffeiendy to different users, using voice and/or texL This 
device is an integral pan of the instant system/network. In the case of voice 
conversations, only the cUent 1 1 is able to initiate a voice conference between more 
than two users. The inbox receives aU STMs sent to a user, as well as notifications of 
deUvery of messages (e.g.. when the system routes an email to the user's fax). The user 
can specify which types of message deliveries he wants notification of. The client can 
give access to the inbox, and notify the user of new messages airiving in the inbox. In 
the case that user A tries to contact user B using a mode of communication or message 
type that user B does not support (i.e., user B has no device capable of participating in 
the mode of communication or receiving the message type) the system shall notify user 

A of this. 
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15 



20 



As for text conferences, such conferences can handle tens of users per 
conference. The user who initiates the conference preferably has ownership rights in 
the conference, which gives that user the abiUty to invite users to the conference, lack 
users from the conference and nake users silent. With regard to voice conferences, 
such conferences can preferably handle no less than the number of users that the MCU 
or equivalent that the application depends on can handle. The user 7 who initiates the 
conference preferably has ownership rights in the conference, which gives him/her the 
ability to invite users to the conference, kick users from the conference and make users 
silent. As for web conferencing, this is the name given to the feature of the user 7 being 
able to join a text conference or a voice conference with all of the other users browsing 
the same web page as him/her. In web conferences, no user has ownership rights. Web 
conference groups have a maximum size of X users (which can be set by administratois 
of the appUcation). If theie are more than this many users viewing the same web page, 
they will be spUt into groups of no more than X users. The user interface for web 
conferences may make it easy for users to create their own text, voice or video 
conference and to invite users to this conference. It shall also make it easy for the user 
to see which of the other users in the conference have the capability to join a voice 
conference or a video conference. 

With regard to voice maU integration, a user 7 can enumerate the contents of 
his/her voice maUbox through the application (i.e. see how many messages there are, 
when they arrived etc.) and administer his/her voice mailbox (i.e., delete messages, 
etc.). A user 7 can also to any of the messages in his/her mailbox using the application. 
A user 7 can also send messages using his/her standard email program, from the 
appHcation (e.g.. by clicking on a contact's e-mail address). It may be possible for the 
to get notification of when he has new email (check every X minutes). If there is 
new email, the user can easily be able to make the system/network open his^er email 
program to read the messages. Apart from this functionality, the appUcation may 
forward different message types to the user's e-mail box. The user can have an email 



25 user 
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address which is specific to the system/network of this invention, this being done so that 
the system/network can route email, and also for anonymity. 

The system/network of this invention is preferably designed to be accessible via 
many different clients/users. The functionality of the application back-end can be 

5 accessible from any client (although bridging work may be requkcd). Several clients 
fall within the scope of the application. The ''full chent" features text and voice 
capabilities* and is a standard GUI program with a persistent connection to the server. 
This type of client is the one we are usually referring to when we say "a user shall be 
able to do X", i.e., this type of client is the one that allows the user to do X. Other 

10 clients are either stripped down versions of this one, or very limited clients. The "thin 
client" is a stripped down version of the fuU client which lacks one or more of its 
features (e.g.. audio chat). The "web client" is a very basic client to the application 
which enables users with nothing more than access to a forms-enabled browser to send 
anyone in the community a page. There is no requirement of being able to receive 

■ 

15 pages via the web etc. The web client may optionally also enable the user to switch the 
profile currently being used. Optionally, the web client may enable users to view the 
contents of their inbox and read received messages. The "phone client" is a client 
which allows the user to phone a given number (& la voice mail) and switch the profile 

currently being used. 

20 There can be, e.g., two categories of users that access the application. For 

paying customers (i.e., telco end users) the requirement is made that no matter where 
they log on to the application, the user experience is identical (i-e., no data is stored at 
the chent side). This requirement is not made for Internet end users. 

Back-end administration can be manageable at least through command-line tools 

25 or equivalent and optionally through user-interface tools. How registration of users is 
handled may be decided on a pcr-telco basis; in one case it might be through the explicit 
entering of data and running of administration tools by a telco employee, in another it 
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might be through a CGI script or equivalent running the administration tools with data 
gathered directly from the user. 

One aspect on the back-end regarding administration is flie logging of 
inforaiation. It may be possible to log every detail regarding the operation of the system 
5 which might be pertinent to the operator. Which details are logged shall be 

configurable via an administration tool. It shall be possible to easily import log data 
from the system into other software packages for analysis and archiving. 

In certain embodiments of this invention, as many parts of the system as possible 
may have well-defined interfaces to the rest of the system and be as self-contained as 
10 possible, thus facihtating a plug-in methodology in the implementation of the system. 
This is so the implementation of the various parts of, for example, telephony 
integration, can be split among several separate groups. It is also made for future 
compatibility with as-of-now unrelated systems, e.g., the conversational agent 
technology. 

15 The application can provide users with a single, centralized address book which 

stores user information on every user m the community. This address book can store, 
e.g., each user's full name and email, community name, and user ID. It may optionally 
store other things such as interests, home page URL, telephone numbers and such. The 
community name and email can be public information. For the rest of the information, 

20 the user can define which users are allowed to view it and which not, by specifying 
groups or inverses of groups along with users and combining these with boolean 
operators. Users do not have to be able to browse the address book (i.e., page through 
it) in all embodiments. They can however be able to find users in the address book 
based on searches for whole strings or part of strings in the name, email and community 

25 name fields. Also, it may be possible to find a user based on the whole of his user ID. 
If many users in the address book fit the search pattern, the user who initiated the search 
shall be presented with all of these and asked to Choose between ihem based on as much 
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additional informaiioii on each user as can be given. For example, once user 
Snooglepops has found user Muffin in the address book, Snooglepops can add Muffin 
to his personal buddy list (i.e., contact list) and also can send Muffin a page without 
adding him/her to the buddy list, as well as being able to request that Muffm join a 
5 conference. 

The buddy list (a.k.a. contact list) is a set of users. These users can be organized 
into a hierarchy of groups by the user. Users may occupy more than one group. The 
user can create and destroy groups, and add users to or reniove them from groups, as 
well as being able to move or copy users between groups and move groups from one 
10 place in the hierarchy to another. Groups are contamcrs for users and groups. The 
following groups exist by default; 

Table 6. 

EvMybody r " This group is composed pif users that belong to ibc 

' same coinmunity, whetherthey are cuirendy on-line or 
not.. This group is not visible in the user interface, but 
can be used when specifying adcess to data. 
Buddies This is the sum of all your buddies, the root of the 

buddy list hierarchy. 



5 . T 



• • * « • ^ 

• * * 



«mvying liscfsto. Users m! Ihis group shall not be able 
to k©B the iiser's onlme st^M^ Jithis may be done by 
always showing them that user is off-line) and no 
messages from usea^ in thi^jgiipup ever reach the user 
(although to the annoying usca:.sending the message 
nothing will indicate that the niessage was not 
V • . . 1-^ • •• received). This group is nbt part of the buddy Ust 
^: '. • ■ hierarchy but in a separate hierarchy. 

Frequent This is a group composed of the X last users the user 
contacts sent pages or initiated conferences with, where X is a 

user-settable preference. This group cannot be used for 
access control. 

A user can have the option of getting a notification whenever another user adds 
him/her to the other user's buddy/contact list. Moreover, by glancing at the buddy Ust. 
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the user can see the online status of hisAier buddies. The buddy list can provide visual 
notification of changes in the online status of buddies, as weU as providing an optional 
user-settable audio noUfication, The user can view the information stored in the global 
address book for any user in his/her buddy list. 

As for paging, a user can send short text messages (STM) to any user on hisAier 
buddy list and to any user that he/she finds using the address book. Whether or not 
these messages are seen by the receiving user depends on the recipient's online status 
and on whether or not he has made himself mvisible to the sending user. The default 
way of receiving messages is through the client. Apart from this, users can specify a 
GSM phone number capable of receiving SMS messages that may be used in either of 
the following ways (user-settable): 1) The user may specify that all messages that 
would have been let through to the client by the user's RS 33 be forwarded to Ae GSM 
phone. 2) The user may specify that all messages that arrive while the user is away 
ftom hisAier temiinal or off-Une be forwarded to the GSM phone. 

There may be a maximum size for short text messages, or short text messages 
may be truncated when forwarded to a GSM phone through SMS. Which is done is a 
design decision. When sending a short text message, whether replying to a message 
sent by another user or not, the user can select one of his/her pre-configured stock 
messages to use as the body of the message. When the user is paged by a user that is 
not part of his/her buddy list, it may be possible for the paged user to add the paging 
user to his/her buddy list and also to reply to this message easily without adding him to 
his/her buddy list. When a user is paged, there can be an easy means for that user to 
invite the sender of the page to a text or voice conference. In certain embodiments, 
messages may be denoted urgent. In certain embodiments, it may be possible for a user 

choose multiple recipients for a message, based on groups of users and individual 
users. The total number of users that it is possible to send a message to can be limited 
to prevent use of this feamre for spamming. 



to 
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There can be two different user interfaces for initiating conversations or sending 
messages to another user, one for inexperienced users and one for experienced users. 
The one for inexperienced users may take more time to operate but can be easier to use 
with more helpful descriptions of actions and more pictures etc. to help the user along. 

The user's client preferably can display a list of all past outgoing and incoming 
messages, along with at what date and time they were sent, to/from whom, and what the 
contents were. The user shall be able to delete messages from this log to save space. 
The user shall be able to limit the messages displayed by one of two criteria, or a 
combination of both: whether they were outgoing or incoming, and to/frora which user 
they were. Also, it may be possible to display only actual messages (no notifications). 

Short text messages (STMs) sent to a user's inbox can be readable dirccdy from 
the Inbox. In the case of notification messages which notify of the delivery of a 
message to some message repository, it may be possible for the user to ask for the 
application to retrieve the message. The application can then check the message 
repository for whether the message still exists, and retrieve the message if possible. 
This can be possible in some cases for voicemail and email, but not for fax messages. 

A user can set up an assortment of stock messages ("I'm away", "I'm busy", 
etc.). An automatic reply is when one of these stock messages is used automatically by 
the application on behalf of the user. Every user can have an online stams which 
defines whether or not that user can be reached and which auto-reply is used when 
another user pages him/her (possibly no auto-rcply is used and the user is free to answer 
for himself). For this version of the appUcation, there can be a fixed set of online 
Statuses for a user to choose between, as in Chart 7 below: 

Chart 7. 

■ 

JDSii^WWprq AU inie^Ss (extSI<» n^^sa^^^ li^ers ybu • 

■ ^ailabie^^liSs^ 

Online but Only urgent messages get through unmediately, 
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occupied others are auro-replied with a stock message the 

user can choose and will be shown to the user 
when he changes to the ^^online and available^* 

mode. 

©nii^ Messages do not get through immediately. The 

iiroia^^nimal . user may choose an auto-reply for messages sent 

• V ■ . • ^^'jV'" to Tiim while in this mode. 

Off-line, not Same as previous, 

available 

The user may specify users or groups of users that can get through to him/her 
even if his online status is do not disturb. Any of the groups defmed in the buddy list, 
or the inverse (i.e., all users not in the group) of those groups, may be used to specify 
this. There can be one generic ready-made stock reply for each online status available. 
There can also be one ready-made stock reply for each online status which indicates that 
the message has beai forwarded or duplicated to the user's GSM phone through SMS. 
The user can choose whether or not to let senders of messages know that their message 
was routed to his/her GSM phone* No requirement is made of being able to answer 
messages using SMS, or of being able to send a message from an SMS system to a user. 

With regard to text conferencing, a user 7 can send any user on his/her buddy hst 
or any user that he/she finds using the address book a request to join a text chat 
conference hosted by the originating user. The request may be accompanied by the 
user's explanation of why it is made. When receiving a request to join a chat 
conference, the receiving user can choose to join the conference or not to join the 
conference, or can choose to ignore the request (this is what happens when you are 
invisible to a user, and that user invites you to a conference). The user's response may 
be accompanied by his reason for responding as he/she does. Once a conference has 
started, the originating user has special privileges within the conference, and can invite 
additional users to the conference (may be accompanied by an explanation), kick users 
from the conference (may be accompanied by an explanation), and/or give or take away 
the right to speak in the conference. All users in the conference can use text to chat, 
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and the conference shaU display a history of the messages sent by the different users 
(e.g., IRC etc.). AH users can also emote (as in IRC) their feeUngs in an easy way. i.e., 
to let other users know they're smiling. Text conferences may be able to handle at least 
20-30 users. When the user with special privileges quits the conference, the conference 
is preferably disbanded in certain embodiments. 

In voice conferencing embodiments, a voice conference is a text conference with 
the added ability to chat using voice. When multiple users speak ai once, their separate 
inputs are mixed together to form the output. Audio quality may be dependent on the 
codec used and possibly on the bandwidth available. It is presumed but not a 
requirement that the GSM codec will be used. Only users who have the capability to 
receive and send voice signals can participate in a voice conference. 

As for video conferencing between users 7, a video conference is a voice 
conference with the added abiHty to see the user who is currently speaking loudest 

* 

Only users who have the capability to receive and send voice and video signals can 
participate in a video conference. Another option can be the unplementation of Web 
Conferencing between users 7. 

The appUcation is aimed at users who have access to the Internet and an account 
with a telephone company, and have received their appUcation from the telephone 
company. These users are anything from novices to veterans who wish to use the 
Internet for communication. The appUcation is also aimed at users who have access to 
the Internet and have received their appUcation over the Internet (not through a 
telephone company). These users are anything from novices to veterans who wish to 
use the Internet for coimnunication. 

In practice, community operators are the technical people at a telephone 
company. They can be expected to use command-Une tools to administer the system, 
set up supporting gateways and servers, etc. and are trained in doing this kind of job. 
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In certain embodiments, end user requireinents for a client of a user 7 may be as 



follows; 



28.8 baud modem connection, higher bandwidth for voice depending 



on codec 

• Windows 95 or newer, Windows NT or newer, Windows CE or 
MacOS operating system 

• 1 6 Mb of memory (4 Mb for Windows CE version) 

The back-end software can run on Windows NT and several of the mainstream 
Unix operating systems (at least Solaris). It can scale well as more money is thrown at 
the server machines (number/speed of processors, amount of memory, amount of 
bandwidth, speed of I/O). 

In certain embodiments, the client-side appUcation can work through a SOCKS 
firewall without the system administrator needing to do any special setup, and through 
other firewalls by having the system administrator open a very limited number of ports. 
The client-side application may be a small appUcation. We assume that the installation 
program for a feature-rich (although not necessarily full-featured) version may fit on a 
standard floppy disk (1.44 Mb). The appUcation can have a markedly fast startup time, 
and its UI can be responsive under aU circumstances. 

The overall robustness of the cUent-side appUcation may be comparable to other 
end-user software. Specifically, it may: 1) Notify the user of any error messages that 
are relevant to him in plain language. Offer the user to try to reconnect automatically 
in cases of a lost connection; 2) Notify the user when the appUcation's back-end 
software has been updated, and point the user to a place to download the new version of 
the cHent software; and/or 3) the cUent software can automatically download and install 
new versions of itself when it is connecting and finds that the application's back-end 
has been updated. 
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Therefore, wlnle the present invention is described in relation to preferred 
example embodiments, it is to be understood that this disclosure is only illustrative and 
exemplary of the present invention. Accordingly, it is intended that the invention be 
limited only by the scope of the claims appended hereto. 



s 
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WHAT IS CLAIMED IS: 

1. A server network for enabling respective users to estabUsh communications 

with other users, the netwcsk comprising: 

first and second server clusters, each cluster including at least a user server for 
perfonning user services and an intra-cluster server for connecting to remote intra- 

cluster servers in other clustBts; 

said user server in said first cluster including a roudng service for a first user 
assigned to said first cluster, and said user server in raid second cluster including a 
routing service for a second user assigned to said second cluster; 

wherein the first user can send a communication invitation message or request to 
the second user without knowledge of the type of client then being udUzed by the 
second user, wherein the message or request is forwarded to the cUent of the second 
user via said user server in said fiisl cluster, said inira-cluster server in said first cluster, 
said mtra-cluster server in said second cluster, and said user server in s^d second 
15 cluster; and 

wherein said routing service for the second user in the user server of said second 
cluster forwards the invitation message or request to the cUent of the second user. 

2. The network of claim 1, wherein the client of die second user comprises one 
of a personal computer CPC), a mobile phone, and a pager. 



10 



20 



3. The network of claim 1, wherein each cluster further comprises at least one 
comiection server for comiecting the cluster to respective clients of respective users, and 
each cluster further comprises a database from which user servers may access user 



25 information. 



4. The network of claim 3, wherein each cluster includes a plurality of user 
servers, a plurality of intra-cluster servers, and a plurality of connection servers. 
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user 



5. The network of claim 1, wherein in each cluster said user server perforins 
routing services for respective users and enables respective users to monitor online 
statuses of other selected users in the network. 

6. The network of claim 1 , wherein the first user is registered with the first 
cluster and given a unique user identification (UID) that includes a cluster identifier 
identifying only the first cluster, such that the UID of the Brst user constitutes a globally 

unique ID within the network; and 

wherein the second user is registered with the second cluster and given a unique 
idendfication (UID) that mcludes a cluster identifier identifying only the second 
cluster, such that the UID of the second user constitutes a globaUy unique ID withm the 
network. 

7. The network of claim 1, wherem. when the first user is using a personal 
computer (PC) as a chent. the first and second clusters enable the first user and second 
met to communicate with one another in each of the follow manners: 1) text chat usmg 
PC to PC communication, 2) voice chat using PC to PSTN phone communication, and 
3) voice chat using PC to mobile phone communicaUon. 

8. The network of claim 7. wherein, when the first user is using a personal 
computer (PC) as a chcnl, the first and second clusters enable the first user and second 
^^5er to communicate with one anotiier m each of the additional follow manners: 4) 
pages using PC to PC communication. 5) pages usmg PC to SMS communication, and 
6) web conference. 

9. A method of creating a communication session between first and second 

users, tiie method comprismg tiie steps of: 

a client of the first user creating a communication session in a user server of the 

first user; 
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the chsDt of the first user encoding an address of the session into an invitation 
message; 

the client of the first user sending the invitation message to a user server of the 
second user, through at least one intermediate s^^, 
5 a routing service of the second user on the user server of the second user 

forwarding the invitation message to a chcni of the second user; and 

the client of the second user accepting the invitation message and connecting to 
the communication session. 

10 10. The method of claim 9, wherein each of the user server of the first user, the 

user server of the second user, and the at least one intermediate server arc all within a 
first cluster of servers, and wherein each of the first and second users are assigned user 
identifiers (UIDs) which include a cluster identifier therein. 

15 11. The method of claim 9, wherein the communication can be each of PC to 

PC, PC to PSTN phone, and PC to mobile phone, dependmg upon the client currendy 
being used by die second user, and the first user need not know the type of cUent 
currently being used by die second user at the time the invitation message is sent, 

20 12. The method of claim 9, wherein said step of the client of the first user 

sending die invitation message to a user server of die second user, dffough at least one 
intermediate server, does not require diat the first user or the at least one intermediate 
server know a network address of die second user such as an IP address or a phone 
number, whereby communications may be set up between die first and second users 

25 while maintaining a significant degree of anonymity. 

1 3. A method of establishing a communication session between first and second 
users, the method comprising die steps of: 
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providing at least one server cluster, and providing a user server for the first nscr. 

and a user server for the second user; 

a client of the first user sending an invitation message regarding the 
communication session to the user server for the second user via a conuection server; 

the user server of the second server detennining whether to forward the 
invitation message to a PC of the second user or a mobile phone of the second user 
depending upon an online staws of the PC of the second user, and the user server of the 
second server forwarding the invitalion message to one-of the PC and the mobile phone 
accordingly; and 

the second user receiving the invitation message via the second the PC or mobUe 
phone and accepting the invitadon. 



14. A network comprising: 

a first cluster and a second cluster; 

each of the first and second clusters including a plurality of user servers in 
communication with a database, at least one connection server for connecting to 
external user clients, and at least one intra-cluster server for communicating with other 

clusters of the network; and 

wherein the clusters enable a first user comiected to the first cluster to establish a 
communication session with a second user of the second cluster without the first user 
knowing an IP address or phone number of the second user. 

15. The network of claim 14. wherein the first user can send an invitation 
message regarding the session to the second user by utilizing a network user identifier 
(UID) of the second user that includes a cluster identifier. 

16. The network of claun 14. when the clusters and the network enable the 
communication session between the first and second users to be each of: 1) text chat 
using PC to PC communication, 2) voice chat using PC to PSTN phone communication. 
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and 3) voice chat using PC to mobile phone communication, depending upon the clients 
currently in use by the respective users. 

17. A method of logging on to and using a netw^ork including a plurality of 
cluster servers, the method comprising the steps of: 
providing a client being used by a user, 

providing a cluster including a connection server, at least one user server, a 
mapping function^ and a database: 

the client sending a log on request to the connection server; 

the connection server checking an entered password for validity; 

the connection server requesting a usa: serv« ID from the mapping function, and 
the mapping function selecting a user server in the cluster for the user; 

the connection server setting an online status for the user on the selected user 
server; and 

the coimection server subscribing to another user's online status so that the user 
can monitor the online status of the another user. 

18. In a network including a plurality of server clusters, a method of a first user 
monitoring a status of a second user, the method comprising the steps of: 

providing a client for the first user that is in communication with a first 
connection server; 

providing a client for the second user that is in communication with each of a 
second connection server and a first user server; 

when the client for the second user logs on to the network, the second connection 
server forwarding status information indicative to the log on to the first user server; 

the first user server forwarding information regarding the status of the second 
user to the first connection server; and 
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the first connection server forwarding infonnation regarding the status of the 
second user to the client of the first user so that the first user can monitor the status of 
the second user. 

s 19. The method of claim 18, further comprising the step of the second user 

adding second and third users of the network to a blinded list relating lo the second user 
so as to prevent the second and third users from monitoring the status of the second 
user. 



10 



20. The method of claim 18, wherein the status of the second user includes 
whether or not the second user is logged on to the networlL 
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